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Introduction

This user manual introduces the RTA-FBL port for STLA. It provides an overview of
the RTA-FBL architecture and software design. It also provides detailed informa-
tion of the STLA port for users developing ECUs that will be reprogrammed with
RTA-FBL. This includes information about how to configure RTA-FBL, as well as
how to integrate the Application Software on the ECU.

Intended Use

Target Group

Classification of Safety Messages

Safety Information
Revision History

Author Date

Francesco 29/11/2018
Ficili

Andrew 03/02/2019
Borg

Daniele 29/05/2020
Cloralio

Daniele 15/07/2020
Cloralio

Daniele 22/10/2020
Cloralio

Francesco 05/11/2020

Sfragara

Daniele 27/109/2022
Cloralio

Mohamed 15/05/2023
Salem

Change (Why, What)

First version.

Firstrelease.

STLA Port version

Minor changes

Typo and minor changes

Minor changes in section 4.3 and 3

Updates for release RTA-FBL STLA 2.0 Protol

Updates for release RTA-FBL STLA 2.0 Proto2.
Chapters:

Updates in section 4.6.2 new user interfaces
for ADA

Updates in section 4.6.7 to add new Nvm
entry for ADA

Updatesin section 4.6.8 to handle ADA
feature during Jump from the ASW

Added section 4.8 for ADA feature descrip-
tion
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1.7 Jacopo 18/06/2023 | Updates for release RTA-FBL STLA 2.0 Proto3.

Filippi

ETASRTA-FBL_STLAVv2.0.0 | User Manual

Features:
- Moved SecHal from target to INFRA
- Added DID2001 user callback
- Added FBL Did and NvM configuration to the

plugin user interface.

FBL parameters:

- Deleted FbIDidEcuDiagnosticVariant, FblDid-

Supplierld, FbIDidEcuDiagnosticVersion,
FbIDidFdn, FbIDidAlgorithmldReprogramming,
FbIDidPtEsImHardwareNumber, FbIDidE-
bomEcuPartNumber, FbIDidCodepEcuPart-
Number, FbIDidElsmEcuSoftwareNumber,
FbIDidEIsmEcuSwCalibrationNumber,
FbIDidEIsmEcuSwApplicationNumber, FbIDid-
CodepAssemblyPartNumber, FbIDidEIsmE-
cuHardwareNumber, FbIDidSupplierEcuHard-
warePartNumber, FbIDidSupplierEcuSoft-
warePartNumber, FblDidEbomAssemblyPart-
Number, FblDidHwSupplierld, FbIDidSwSup-
plierld, FbIDidEcuSerialNumber, FbIDidSuppli-
erManEcuSwVersion, FbIDidSupplier-
ManEcuHwVersion, FbIDidPolicyType,
FbIDidErotan (replaced by FbIDid)

Added FbIDid (Now user can configure DIDs
relevant parameter in the FBL module)

Added FbINvmBlock (Now user can configure
the NvM blocks relevant parameter in the
FBL module)

Added FbINvmData (Now user can configure
the NvM data relevant parameter in the FBL
module)

Chapters:
- Added chapter 4.6.9 FBL: NvM adaption
- Added chapter 4.610  FBL: Did adaption
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1.8 Jacopo

Filippi

29/09/2023 | Updates for release RTA-FBL STLA 2.0 Proto4.
Features:

Added Rollback
Added Ecu Identity

FBL parameters:

Added FblFotaRollback
Added FblFotaRollbackRegion
Added FblEraseMaxSizePerCycle

Chapters:

ETASRTA-FBL_STLAVv2.0.0 | User Manual

Updated 4.3.2.3 FblCore (Added FbiFotaRoll-
backRegion)

Added 4.3.2.9 FblFota
Added 4.3.2110 FblFotaRollbackRegion

Updated 4.6.2.6 External memory repro-
gramming (Added UserFlash_FlashRead)

Updated 4.6.2.8 Diagnostic (Added new call-
outs for DID)

Added 4.6.2.9 ECU Identity
Added 4.6.210 FOTARollback

Updated 4.6.7 Application Software: NvM
layout adaptation

Updated 4.610 FBL: DID adaption (Added
Fbl_Port_<DID_SHORT_NAME >ReadFunc)

Added 4.9 FOTA Rollback
Added 410 FOTA ECU Identity
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1.9 Jacopo 18/12/2023 | Updates for release RTA-FBL STLA 2.0 Protob.
Filippi Features:

- Added DCL support and DID 0x2031
- Updated Rollback
- Added F1AA

Chapters:

- Added 4.4 CertStore, DisalloweCertifi-
catelist and TrustStore

- Added 4.4.2 Authenticated Boot
- Added 4.4.3 Authenticated Download

- Updated 4.6.210 FOTA Rollback to add new
information on ISOLAR configuration and the
description of the updates.

- Update 4.6.2.8 Diagnostic with F1AA informa-
tions.

- Update 4.81Authenticated security access
and Delay timer. Failure counter is stored in

NVM.
110 | Jacopo 08/03/2024 | Updates for release RTA-FBL STLA 2.0 Proto6.
Filippi Features:

Added “Extended reset” feature

Mod Secure Boot
- Del Dids OxF1A7, Ox100A and 0x100B
- Mod Rollback

Mod Erase

Chapters:

- Mod 4.4 Security Stack: added subchapters
4.4 FBL callout for SecStack integration,
4.4.2 CertStore, DisavowedCertificateList
and TrustStore

- Mod 4.9 FOTA Rollback with new features.
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2.0.0 | Jacopo 02/07/2024 | RTA-FBL_STLA qualified release
Filippi Chapters:
- Mod Stellantis Download Sequence (Erased
force pending responce)
- Mod Bootloader Update (Added information
about boot updater process)
- Mod FOTA ECU Identity (Added information
about ECDSA signature)
- Del How to Flash the ECU with INCA and the
ProF Script (INCA ProF is no more delivered
with the plugin)
1.6 Definition and Abbreviations
Term/Abbreviation Definition
ADC Analogue to Digital Convertor
ADA Authenticated Diagnostic Access
AR AUTOSAR

Application Software (ASW)

AUTOSAR
BLSM
BSW

CAN
CANFD
CS

CSR

CRC

Dcm
DID
DCL
DLL
ECU
FBL
FOTA
Fee
FW
HW

logic of the ECU

AUTomotive Open System Architecture

Bootloader State Manager
Basic Software

Controller Area Network
CAN Flexible Datarate

Cert Store

Certificate Signing Request

Cyclic Redundancy Code - a CRC module is

provided in RTA-BSW

Diagnostic Communication Manager

Data IDentifier

Disallowed Certificate List
Dynamic Link Library
Electronic Control Unit
Flash Bootloader
Firmware Over The Air
Flash EEPROM Emulation
Firmware

Hardware

ETASRTA-FBL_STLAVv2.0.0 | User Manual
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ISR Interrupt Service Routine
MCAL Micro-Controller Abstraction Layer
NvM Non-Volatile Memory
ON] Operative System
RTA-x The ETAS suite of embedded SW products
SFB Signer Firmware Block
SFBH Signer Firmware Block Header
SFBD Signer Firmware Block Data
STLA Stellantis
S&K Seed And Key
SW Software
B Trusted Boot
TBT Trusted Boot Table
TS Trust Store
UDS Unified Diagnostic Services
1.7 References
Ref. | Document Name Ver.
[1] | CS.00101_ECU FLASH Reprogramming Requirements | Rev.D
[2] | CS.00102_Standardized Diag Data Rev.F
[3] | CS.00092_AUTHENTICATED DIAGNOSTICS ACCCESS | Rev. B
[4] | FBLDid_DefaultValues.pdf 200
[5] | FBLNvmBIlock_DefaultValues.pdf 2.00
[6] | FBLNvmData_DefaultValues.pdf 2.0.0
[7] | SD.00078_Certificate_Formats.pdf Rev.C
[8] | SD.00015_03_DCL Rev.0
1.8 About this Document
This document provides a detailed description of ETAS' RTA-FBL Port for Stel-
lantis OEM. It provides a reference for ECU developers that will allow reprogram-
ming of their ECU using RTA-FBL.
1.9 Chapter Description
Chapter | Description
Chapter1 | Thisisthe document introductory chapter.
Chapter 2 | This chapter introduces ECU reprogramming in general and associ-
ated tooling, including RTA-FBL.
Chapter 3 | This chapter explains how RTA-FBL must be installed in order to

allow you to create a complete RTA-FBL bootloader instance.
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Chapter 4

Chapter 5

Chapter 6
Chapter 7

This chapter introduces the RTA-FBL Port for Stellantis. It includes
important integration steps required for integrating RTA-FBL with
your Application Software.

This chapter explains how to flash an ECU with an RTA-FBL boot-
loader using INCA.

This chapter contains important privacy information.
This chapter contains ETAS references for customer support.
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2 Introduction to ETAS RTA-FBL

This section introduces basic FBL concepts independently of a particular OEM
port or hardware target. It also introduces ETAS' FBL product, RTA-FBL, and
provides information that is common to all ports and targets. Specific information
about your port and the targets supported in this port are detailed in the section
The STLA Port.

21 What is a Flash Bootloader?

A Flash Bootloader (FBL) is embedded SW that allows the reprogramming of an
ECU with new Application SW using a standard communication channel. The FBL
works in combination with an external tool that runs as a desktop application
(often called a Flash Tool or Tester Tool). This tool communicates with the FBL
executing on the ECU to transfer the new Application SW. The FBL updates the
ECU’s non-volatile memory with this new Application SW.

ECU

Application SW

CAN, LIMN, etc

Flash Bootloader §;

Figure 1: High level flashing process

The FBL is a standalone program. It has a separate run-time with respect to the
Application SW, and so the FBL and the Application SW never run concurrently.
After startup, the FBL always runs first as it needs to decide whether it is to wait
for new Application SW to be sent from a tester, or if it is to start the Application
SW already present in the ECU. This decision depends on two items of state in

ETASRTA-FBL_STLAV2.0.0 | User Manual
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the ECU: whether a reprogramming request flag has been set by the Application
SW before the last reset, and whether the Application SW currently programmed
inthe ECU is valid.

A classic boot loading sequence showing this decision is depicted in Figure 2.
Note that the Application SW is only started if the Application SW is valid and the
reprogramming request flag is not set. In any other case, the FBL enters the Boot-
loader state and communicates with the tester to reprogram the ECU.

D>

Always

Reprogam?

NO

y

App valid?

YES

Application r\

Running

Bootloader

Running

Reprogramming Request Reprogramming Completed

Figure 2: Boot loading flowchart

2.2 What is RTA-FBL?

RTA-FBL is ETAS bootloader product offering. It allows integrators to create Flash
Bootloader software according to a specific OEM specification. RTA-FBL gener-
ates source code (flash boot loader modules and basic software) from user
configuration. This significantly reduces the user effort required to get the flash
bootloader up and running and integrated with the application software.

RTA-FBL leverages the following layers defined by the AUTOSAR standard archi-
tecture:

- MCAL: provided by silicon vendor
- BSW: provided by ETAS (RTA-BSW)

Although RTA-FBL ports currently support CAN and CAN-FD, basing the under-

ETASRTA-FBL_STLAVv2.0.0 | User Manual
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2.3

2.4

25

lying SW architecture on AUTOSAR allows support of other communication proto-
cols such as Ethernet, FlexRay, LIN.

RTA-FBL satisfies requirements from different OEMs for different HW architec-
tures by creating ports that integrate with the core RTA-FBL product. The clear
separation between core (which is OEM independent and target independent)
and port (which is OEM-dependent with support for one or more targets) makes it
possible to support a wide range of OEM FBL requirements and allows quick
porting to new targets.

RTA-FBL generates source code and BSW files through the following compo-
nents:

- rtafblgen: an executable for FBL generation

- RTA-FBL GUI: a user interface for configuring the parameters used by rtaf-
blgen for generation. The configuration options depend on the OEM port
and selected target.

The Flash Tool (Tester)

The Flash Tool, or Tester, is a desktop application that handles the PC-side of the
flashing process. In general, the tester is used when the bootloader is in produc-
tion and access to the ECU is limited to non-debug communication protocols
such as CAN, Ethernet and FlexRay.

The OEM-defined Programming Sequence

The tester communicates with the ECU by sending messages over a communica-
tion bus according to a defined protocol. The ETAS FBL supports the UDS on the
CAN protocol. This means that requests are made to the ECU over a CAN bus, and
the messages sent and received comply with the UDS standard ISO 14229-1[2].
The allowed message sequence sent to the ECU, as well as the expected
response from the ECU differs across OEMs. Therefore, the ETAS FBL supports
different OEM standards for ECU reprogramming. These are called “OEM ports” or
just “ports”. This guide specifically addresses the RTA-FBL port that implements
the reprogramming standard described in [1]. Each port supports one or more
hardware “targets”

For example, the RTA-FBL port that implements [1] supports all the targets
described in the section Supported targets.

Target Dependencies and the Flash Driver

An FBL will naturally contain several dependencies on the underlying microcon-
troller target. In addition to the typical drivers such as communication, port and
timer drivers is the driver used by the bootloader to write the FLASH memory of
the ECU. This is target dependent code (usually provided by the silicon vendor),
because each different target could have different flash memory properties (i.e.
different technology, layout, endurance, etc.). The flash driver typically forms
part of the MCAL.

ETASRTA-FBL_STLAVv2.0.0 | User Manual
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2.6

2.7

2.8

Interaction with the Application using NvM

A Bootloader and the Application Software may need to share data. For example,
a Tester may read or write data such as the ECU serial number both when the
ECU is running in boot-loader mode and when running its Application Software
(e.g. by using UDS ReadDataByIndentifier and WriteDataByldentifier commands).
Typically, this will mean that both the Bootloader and the Application Software will
need to be able to read and write the same non-volatile memory. Where
non-volatile memory is implemented by EEPROM emulation in flash such sharing
may introduce technical challenges because the Bootloader and Application
Software must use the same algorithms and data-structures when emulating
EEPROM. (For example, if the application uses an Autosar Fee module for EEPROM
emulation then the Bootloader may need to use the same Fee module). The
requirements for compatibility between the FBL and Application Software for your
port are detailed in the section The STLA Port.

One and Two-Stage Bootloaders

There are two broad models for bootloaders and the model type for the boot-
loader described in [1] is described in more detail in The STLA Port.

- Single-stage: In this model, the complete Bootloader is stored on the ECU
(in flash), including the code used to write a new application to flash.

- Two-stage: In this model, a Primary Bootloader is stored in the ECU. This
Primary Bootloader is able to start the application running or download a
Secondary Bootloader into RAM. The Primary Bootloader is not able to write
to the flash used to store the application. Programming flash with a new
application is done by the Secondary Bootloader. There are three advan-
tages to the two-stage approach:

« The Primary Bootloader can in principal be smaller because it does not
need to include the code to write to flash (although space savings will be
limited in practice if the Primary Bootloader also needs to include a flash
driver to write to non-volatile memory implemented with flash).

- Since the Primary Bootloader does not contain the code to write to flash,
the application is less likely to corrupt itself or the bootloader because
faulty code in the application cannot jump to the flash reprogramming
driver.

+ The Secondary Bootloader can be used to work around bugs in the boot-
loader installed on the ECU when it was manufactured.

Rather than an independent Secondary Bootloader, some OEMs use a
single-stage Bootloader that only excludes the flash driver used to write to the
flash that stores the application. Instead, the driver used to write to fiash is
downloaded and stored in RAM during the programming sequence. This is some-
times referred to as a software “interlock”

FBL generation with the RTA-FBL ISOLAR-AB plugin

An instance of ETAS's FBL is generated based on the chosen OEM specification

ETASRTA-FBL_STLAVv2.0.0 | User Manual
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that defines the reprogramming sequence, the chosen hardware target, and the
specific configurations that are allowed within the scope of the OEM specifica-
tion. The tool for generating this FBL instance is an ISOLAR-AB plugin, which is
included with your purchased core license. An FBL generated using this plugin is
described as “aninstance of RTA-FBL" The plugin creates bootloader code as well
as a full RTA-BSW project with configuration that is needed to support the boot-
loader functionality. In the same generation process, the plugin therefore option-
ally also invokes RTA-BSW to generate an instance of the BSW. Alternatively, the
user can open the RTA-BSW project created by the RTA-FBL plugin to inspect the
generated configuration. FBL generation also results in some ports in the genera-
tion of an MCAL project that can be adapted. Further details relevant to your port
are provided in The STLA Port.

User creates RTA-FEL
configuration in an Integrator changes possible
SOLAR-4E project ) -
proj but strictly limited to those

N ‘_/_/r specified for Port @'

m—
erabe reguest to

I50LA F-AE with RTA-FEL
plugin

I5OLAR-AB with RTA-BSW
plugin

Integrator's bulld tooling orsample
build tooling provided with RTA-FEL
portinstallation (scons based)

& DINmE and hng =

Figure 3: The process of generating an RTA-FBL instance

The tool process for generating an RTA-FBL instance is shown in Figure 3.
ETAS-provided tooling allows the integrator to create the bootloader-specific

ETASRTA-FBL_STLAV2.0.0 | User Manual
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2.9

application code (through the RTA-FBL plugin for ISOLAR-AB), and the BSW code
(through the RTA-BSW plugin for ISOLAR-AB). The MCAL code must be created
using a 3rd party tool, typically provided by the silicon vendor.

Note that the RTA-FBL ISOLAR-AB plugin generates source code that includes
some sample code that may require modification by the integrator. The integrator
also has the option to add further integration code. Finally, all source code needs
to be integrated and built using either the sample build scripts provided with
RTA-FBL (and based on scons) or the integrator's own build toolchain.

A WARNING

RTA-FBL tests are carried out by ETAS for various FBL configurations that
create for each configuration different bootloader code, an MCAL project and
a BSW project. Since the integrator can make adaptations to specified sample
code, the generated MCAL project and the generated BSW project, this may
result in a final software stack that is not tested. For this reason, itis ultimately
the integrator’s responsibility to test that the complete bootloader works with
any changes made to any code or projects generated by RTA-FBL. Please read
the important integrator guidelines provided in the section The STLA Port for
information relevant to your port.

General architecture of RTA-FBL

An instance of RTA-FBL consists of five types of module as shown within the
complete RTA-FBL architecture in Figure 4.

These are:

1. Core bootloader modules (in blue): these are generated from the RTA-FBL
ISOLAR-AB plugin and must not be modified.

2. BSW modules (in orange): these are standard AUTOSAR BSW modules
generated by RTA-BSW and must not be modified.

3. Port-specific bootloader modules (in yellow): these are generated by the
RTA-FBL ISOLAR-AB plugin and must not be modified. They implement the
bootloader features that are specific to an OEM.

4. Port-specific bootloader modules (in green): generated from the RTA-FBL
ISOLAR-AB plugin that can be modified by the integrator as discussed in
Integrator guidelines. For example, the scheduler with callouts to main func-
tions is provided in all ports as a sample OS, and can be modified. Most ports
will also include integration code that can be used as provided in samples or
completed by the integrator.

5. 3rd-party modules, and in particular the MCAL.

As noted in FBL generation with the RTA-FBL ISOLAR-AB plugin, you will need to
install a number of tools in order to generate a complete instance of RTA-FBL with
all required modules as shown in Figure 4. A number of integration steps will also
be required to build your software. Details for your specific OEM port and target

ETASRTA-FBL_STLAVv2.0.0 | User Manual
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are also given in The STLA Port, including the folder structure of a generated
RTA-FBL instance that contains the code for the modules in Figure 4.

ASW
BSW

Port (no
changes
allowed)

Figure 4: General architecture of an RTA-FBL instance

210 Setting up your environment to generate an RTA-FBL instance

In order to generate an instance of RTA-FBL, you will need to install the tools
shown in Table 21. Once you have the above packages, you will be able to
generate an instance of RTA-FBL. In order to build the instance, you will also need
to have installed the 3rd party MCAL as well as the relevant compiler toolchain
required by your target as described in your STLA FBL Target Guide.

Table 21.Tool versions

Tool Name Version | Description

RTA-CAR 9.21 RTA-FBL configurator tool.

RTA-BSW 510 AUTOSAR BSW code generation tool.

RTA-FBLSTLA 200 FBL generator tool.

Port

NET framework | 3.5 This is required by the ETAS license manage-
ment. In most cases, you will already have this
installed on your machine.
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3 Installing RTA-FBL

This section describes the installer for RTA-FBL. As noted in Setting up your envi-
ronment to generate an RTA-FBL instance, you need to install this package in
addition to ISOLAR-AB. This installer is described further in this section. In order to
install RTA-FBL, follow the instructions below. At the end of this installation, the
PC needs torestart.

Step 1: Execute the file setup.exe from the root folder of the installation CD.
When the destination location window is displayed, select your preferred folder
and click “Next”.

L
Select Destination Location BL S
Where should ISOLAR-AB integrations for RTA-FBL be installed? j

Setup will install ISOLAR-AB integrations for RTA-FBL into the following folder.

To continue, click Next. I you would like to select a different folder, dick Browse.

.C:\,ET&S".RT.G-FBL_Z‘U.U_FG\ ] Browse...

At least 37,7 ME of free disk space is required.

=

Figure 5: Welcome window

Step 2: Select the ISOLAR-AB version that will support the plugin by using
‘Browse”. The minimum required version is 9.2 Then click “Next”

s

Seloct an ISOLAR-AB product location [ﬁ'aL \

Select the ISOLAR-AB product location to install into:

|[Cr\ETASRTA-CAR_9.2.1\150LAR-AB_9.2.1

< Back HNext > Cancel

Figure 6: ISOLAR integration
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Step 3: Wait for the software required for RTA-FBL to be installed.

I @ Setup - ISOLAR-AB integrations for RTA-FBL 2.0.0 FCA

1
Instaliing FBL /N |
Flease wait while Setup installs ISOLAR-AB integrations for RTA-FBL on your computer. /1

Installing FBL Plugin...

Cancel

Figure 7: Installation Ongoing

Step 4: Once the installation completes, click on “Finish” to close the installer.

I @& Setup - ISOLAR-AB integrations for RTA-FBL 2.0.0 FCA

Completing the ISOLAR-AB
ET/\ S integrations for RTA-FBL Setup
Wizard

Setup has finished installing ISOLAR-AB integrations for RTA-FEL on your
computer. The application may be launched by selecting the installed
shorteuts,

Click Finish to exit Setup.

Figure 8: Installation finished
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41

The STLA Port

This chapter describes the Stellantis Port of RTA-FBL. It provides specific infor-
mation relevant to this port that expands on the general RTA-FBL features
described in Introduction to ETAS RTA-FBL. This chapter assumes that the reader
is familiar with the STLA Bootloader Specification in [1] and all relevant referenced
specifications therein. Reference is therefore made to [1] only in describing the
configuration and implementation-specific features of RTA-FBL.

RTA-FBL_STLA Architecture

Figure 9 provides a high-level view of RTA-FBL architecture for Stellantis. The
communication, memory and diagnostic stacks are based on RTA-BSW and
support the AUTOSAR architecture and methodology for source code configura-
tion and generation. The rest of the components, except for the MCAL, are
provided by ETAS and Escrypt. The modules that comprise the RTA-FBL instance
for a Stellantis port are:

1. Core bootloader modules (in blue): these are generated from the RTA-FBL
ISOLAR-AB plugin and must not be modified by the integrator.

2. Standard AUTOSAR BSW modules (in orange): these are generated by
RTA-BSW and should not be modified by the integrator.

3. The Stellantis-specific port module (in yellow): this is generated by the
RTA-FBL ISOLAR-AB plugin when the Stellantis port is selected. This module
implements the bootloader features that are specific to the Stellantis speci-
fication [1].

Some of the api containted in this modules shall be populated by the inte-
grator. These api are described in the chapters FBL User Functions and FBL
callout for SecStack integration

4. The Stellantis-specific sample modules (in green): these are generated by
the RTA-FBL ISOLAR-AB plugin when the Stellantis port is selected and may
be modified by the integrator:

- The OS is a basic cyclic scheduler that can be replaced by any other
scheduler (e.g. a fully-configured RTA-OS) as long as the calls to the
relevant main functions are made at the correct periods as in the
provided samples. See FBL: OS adaptation for further details on how to
adapt this module.

- The BLSM contains code for initializing the Bootloader. Changes can be
made here by the integrator if other modules are to be integrated (e.g.
other BSW modules) but changes should not be made to the functions
that interact with the core FBL modules. See FBL: BLSM adaptation for
further details on how to adapt this module.

5. Third-party software modules (in red): these are security modules provided
by Escrypt that should not be modified by the integrator. These modules are
not generated with RTA-FBL and shall be added manually. If Escrypt solution
(CycurHSM and Stellantis Wrapper) is not used, the integrator shall add a
compatible security stack with the proper integration code.

ETASRTA-FBL_STLAVv2.0.0 | User Manual



23 | The STLA Port

6. The MCAL modules (in black); the modules shown are those required by the
Stellantis port of RTA-FBL. The integrator may add additional modules
required for a specific ECU. For example, the ADC module would likely be
required if the integrator wishes to check the battery voltage or other
system operating conditions required for the specific ECU.

Note: Fee and FIsLoader module may be present or not based on your target.

RTA-FBL_STLA

FBL_Port FBL_EcuA
ADA FBL FOTA
SecHAL FBL Security

MCAL

e HHH Startup

Figure 9: Stellantis architecture of an RTA-FBL instance

HsmDrv
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4.2 Stellantis Download Sequence

The download sequence is according to [1] and depicted below:

mwoans that the bold italic services have to be sent in

I ltalic: Services are checked for sequence. Sequence
order but it is permissible to insert other services

|A[ ignition ©n

| B ] Read ECU Identification DID (22 F1 AD hax) ] Ph ]

e Routiné Coniral
Check Prog Precondiions (31 01 DO 02 hex)

DiagnosicSeasionControl extendedDiagnostc
sansion {10 83 hax)

E ContolDT CSetting -
DTCSetlingType = off (85 82 hex)

E Routine Control £
Disable Fall-Sale reaction (31 81 D0 01 hax)

CammunicationControl F
disable message wansmission(28 81 01 hax)

Diagnostic SessionControl Mo asquence condlions forcing
H | programming sesslon (10 02 hex) | Ph negative responss reason code $24 are
checkad for step H

SecurityAccess

| ! | readSeed (27 01 hex) isendKey (27 02 hex)

g

J Roaitiree Contiol Ph
Logical Block Hash (31 01 DO 00 xx)

WiiteDataHyldentifior
write hﬂl&oﬂlnﬁpmﬂﬂr (F1 83 hox)
WiiteDataByidentifier
writeapplicationSoffwareFlingerprint (F1 84
K hex P
WriteDa ifier
writeapplicationDa ngerprint (F1 85 hex)

-

_ Download SWIL 1 {Optional)

" Routine Control Ph
Erase Flash (31 01 FF 00)

Download SWIL 2 (Optional)

S

Figure 10: Flash Download Sequence Part 1
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4.3

4.31

Post-
Program

Seguence

T

Iralic: Services are cheched for

n] Reguest Down Load (34 hex) FPh sequence
s F Transfer Data (36 hex) Fh
(] Reqguest Transfer Exit (37 hex) Ph

FRoutne Control
R Check program Ph
(31 01 F0 00 hex)

Houtne Control

[ check repro?'ra?mung}:gmﬂeiwrﬁ - Ph

1 01 FF 01 hex)
k 4

ECURssat
T HamdResst (11 01 hex) Ph

1 second delay

u Communication Control Erabl
Transmission (28 80

yw | Routine Control Enable Fail Safe Reaction F
{31 82 DO 01 hex)

Control DTC Setting DTC Setting Type =
w O (BB B Ry e IFES F

___________ == . — . ————

® restore configuration data, \.rerrfy new
identfication data,stc

L]

Y Erase all faults from vehicle

Figure 11: Flash Download Sequence Part 2

Particular attention should be payed to service SFFO0 (Routine Control Erase
Flash). This operation is blocking for the Bootloader and, depending on the target,
might take some time. In order to avoid a timeout, the ECU will force a Pending
Response ($78) on the communication bus every 4 seconds until the end of the
operation.

Creating and building an RTA-FBL instance

This section explains how to create an ISOLAR-AB project in order to configure
and generate an instance of RTA-FBL compliant with the Stellantis bootloader
specification. The tooling described in this section has been tested with Windows
10.

Project creation

A new FBL project is created in ISOLAR-AB. As shown in Figure 12, create a new
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RTA-CAR project by clicking the “New Project” dropdown button and selecting
‘RTA-CAR Project”.

] workspace - ISOLAR-A/B 9.2

File Edit MNavigate 3Search Project RTE Run Window Help
New Alt+Shift«N > &8 m—Cngjm
Open File... ™ Project..

[y Open Projects from File System... E AUTOSAR File
Recent Files > % Linked File
Close Ctrl+W @ Linked Folder
Close Al CtrisShiftsW | £ Folder

L+ Fi
Save Ctrl+5 lal® Fle
Java Action Fil
e T Java Action File
Save All Ctel+Shift+5 [ Example..
Revert [ Other... Ctrl+N
Move...
Rename... F2
2’ Refresh ]
Print... Ctrl+P

L Import...

&3 Export.. -

: § = 0|
Properties Alt+Enter |
Switch Workspace » ¥
Restart
Exit )

Figure 12: RTA-CAR project creation

If RTA-CAR Project is not present, select “Project” and search for “RTA-CAR
Project” in the new window, as shown in Figure 13.

3 New Project m] *

Select a wizard

Wizards:
type filter text

» & General

» & CfCre

~ = ISOLAR-A
W AUTOSAR Project
& RTA-CAR Project

» & Examples

] show Al Wizards.

:?.:I < Back MNext > Finish Cancel

Figure 13: RTA-CAR project
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In the New RTA-CAR Project window, select RTA-CAR bootloader project as
shown in Figure 14.

3 New RTA-CAR Project u] *
RTA-CAR Project @
Select project type

) RTA-CAR generic project

Choose the generic project type if you want to configure and generate an AUTOSAR Classic Platform basic software (BSW)
for an ECU without any OEM-specific extensions

RTA-CAR OEM project

Choose the OEM project type if you want to configure and generate an AUTOSAR Classic Platform basic software (BSW)
for an ECU including OEM-specific extensions

Platform version

® RTA-CAR bootloader project
Choose the bootloader project type if you want to configure and generate a flash bootloader (FBL) environment for an ECU

@ < Back Next > Finish Cancel

Figure 14: New RTA-CAR Bootloader Project

Next, choose a name for your project and select the RTA-FBL target from the
dropdown list as shown in Figure 15. Note that a target for RTA-OS port must also
be selected for a proper project creation, despite the tool can be unused.

If you have multiple RTA-FBL tools installed, click on Advanced option and select
2.0.0.Stellantis plugin under RTAFBL Tools.
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RTA-CAR Project - ff' ﬁ -
Project name must be specified |
Project name: -

Use default location

CAETAS\RTA-CAR_9.2. NSOLAR-AB\workspace Browse...
RTA-O5 port: VRTA_3.0.46 ~ | MinGW e
RTA-FBL target:
DummyTarget v

Advanced option <<

Changing advanced configuration preferences may cause unexpected behavior
Only change these settings under guidance from ETAS technical support

Tool versions
Toal Version
RTA-FBL 2.0.0.FCA ~
RTA-05 6.2.0 "

Variant handling
Configuration variant strategy AUTOSAR ~

< Back Next > Finish Cancel

Figure 15: Select Target

Once complete, clicking the Finish button will result in the creation of the
RTA-CAR bootloader project.

Figure 16 shows the result of a successful project creation in the console window.

T Progwertias A Protiems Lo | @ Consobe T wiordfiow (& Protlems L Configuration Loggdr B Script Library - Visriant Ovtrview 4 Seanch x L O~ ~>=C
RIA-CAR Corsole - myFol

Dors :

Time taken to deploy 05 EcucWalues: 124 os

Deploying FBL static artifscts

Commard: [C:\ETAS\RTA-FBL_2.8.0_FCA/binsfblgen. eme, -fbleonfig, --target=DumeyTarget, --output_location=C:/ETAS/RTA-CAR_9.2. 1/ TSOLAR-AB fwcrkspace fmyFbl ]
N NN A NN MO OO DO OO0

MOOOCONEOOCONN0000.. ETAS. RTA-FAL MO00CO0COO0OMOCONIT

PEESEEEERE RN FREE RN e RS R LR RN e R

Target DummyTarget deployed wsder O ETAS/RTA-CAR_9, 2.1/ I50LAR - AR workspace  myFh

Figure 16: Console window upon successful project creation

4.3.2 Configuration and Generation of FBL and BSW

Next, complete the FBL configuration parameters. In the ECU Navigator view,
right click on FBL under Bsw Modules and select Open With > BSW Editor, as
shownin Figure 17.
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> ECU Navigator & BE%|AE : = o)
Favarites

<» ECU Configurator
~ % myFbl [ AR 44.0]
> @ Parameter Definitions
~ s Bsw Modules
» L3 Rte Os
~ g Other Modules
» 1 ComStack "ComStack™
» ] FBL "FR1=
s (3 Eeuc Ve New Child > |
» (@) Variant Inf Open With > W \Variant Configuration Editor
Show In Alt+Shift+w > #  RTE Editor
= & BSW Generic Editor
<) Undo Set Ecuc Module...guration Values
Redo ’ ® BswWEd :
ot =5 BSW iew

Copy
Paste
Delete

& &

Find References

Simplify Variant Condition (Boolean only)

Rename

Copy Path >
= AUTOSAR Validations b
4+ Configure Variant

—_—

Figure 17: Accessing the FBL configuration parameters

+ % X

The user can now edit the base configuration parameters in the RTA-FBL Editor
window. Figure 18 shows as an example the configuration parameters for CAN
communication. An explanation of each parameter is provided at the end of this

section.
£ FbiCan
BSW Editor
FBL Contents EANBEE | g 9 6 FoiConfigser FoiConfigser” % 8 FoiCan FhiCan” oD
type filter text
r General ]
~ ] FBL “FBL® ;
~ @ FbiConfigSet “FblConfigSet” ShortName* | FbiCan |
» 3 FbiCan “FbiCan™ T .
» @ FhiCore “FbiCore” Longhame FOR-ALL ™~ || | @~
» @ FoiDid “FbIDia" T =
» B FolGeneral “FbiGeneral”
+ @3 FbiSec "FbiSec™ FbiCanldRxPhy* Ox18daz2f1 -
& FolRegions (3] FbiCanidRxFunc™ | Ox1gdbler] | @ -
FbiCanidTxPhy" | ox18dat122 | @ -
FbiCanFdidRxPhy" | Ox18da22i2 | @~
FbiCanFdidRxFunc® | OxiBdbfef2 | @~
FhiCanFdldTxPhy® [ox18dar2az @~
S

Figure 18: Edit Base Configuration Parameters

Once complete, the user can generate the RTA-FBL instance first by clicking on
‘Open RTA Code Generator dialog..” as shown in Figure 19 and then, in the
opened RTA Code Generator window, by clicking Run after selecting only
RTA-FBL_STLA as shownin Figure 20.
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RTA-OS should be generated only if the user wants to replace the FlashBoot-
loader scheduler with a version of RTA-OS that is has configured for his target.

NN B0 000000iI® RO
'+ AR Explorer 3 . % File: Generate RTA-BSW
Gs  Generate RTA-FBL

v & MyFblProject [ AR 4.2, Cenerate RTA-RTE
. 22 Software o (Generate RTA-OS

EE Generate All

» it System
» (3 Bsw Mdt i3 Open RTA Cofie Generator dialeg...
> ; Variant Info Open RTA Code Generator dialeg (Multi variant)...

» ® Timing Extensions
» (4 Standardization
» (3 Security Extract

Figure 19: Open RTA Code Generator Dialog

| Configure, Validate and Run RTA code generators |

Use this window to configure and validate code generation settings, and run RTA code generators
Project Name | myFbl ~
Root Output Path | (PROJECT_LOC) Browse.| ||

Select the tool(s) for code generation

k+ RTA-FBL - 20.0.FCA

Fbl Main RTA-BSW CodeGen
(% RTA-OS - 6.2.0

Fbl Log Path | [QUTPUT_LOCY log/ Browse...

[ Generate BSW
[[] Overwrite BSW default values
Fbl Command

Restore Defaults Apply

/?,' Restore All Defaults Apply All |

Figure 20: RTA Code Generator

Note the two options that are available:

- Generate BSW: This will automatically generate the BSW after FBL genera-
tion using the BSW configuration generated by the FBL generator.

- Overwrite BSW default values: If this option is selected, any manual changes
you have made to the BSW configuration after the last FBL generation will be
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lost and overwritten by default values. Note that this option should only be
selected once you have generated the BSW at least once (using the option
“Generate BSW” as described above).

A WARNING

The FBL generator will always overwrite all BSW configuration held in the
configuration file Fblgen_EcucValues.arxml, even if the “Overwrite BSW
default values” option is not selected. The configuration in this file cannot be

modified as these values are completely defined by the configuration of the
bootloader.

On clicking Run, the RTA-FBL instance is generated. Figure 21 shows the result of
a successful generation in the console window.

[ Properties | % Problems Log | © Console 2 T WorkFlow| (2] Problems = Configuration Logger | U0 Script Library| & Variant Overview
RTA-CAR Console - myfFbl

¥ Seal

FRSGHSERER ETAS RTA-FBL error messages starts here SRSddssssas

FREHUUARRRE ETAS RTA-FBL error messages ends here SREHHSSIRRRE

Generated at 2022-89-28 16:05:57.316
Execution of action RTA_FBL_GEN successfully completed

T 6 0 O 6 0 0 6 0 0 0 6 0 O 6

Build Summary

T T T Y R RS

- RTA_FBL_GEN --» Success (Executed for 80:80:23:810 hh:mm:ss:ms)
Time taken for the complete build: 88:88:23:812

Figure 21: Console Window on Successful Generation

To complete the FBL instance, the user must generate the BSW code by
selecting the BSW modules for which the code should be generated in the
RTA-BSW CodeGen tab of the RTA Code Generator window.

If you have previously generated the RTA-FBL instance, the configured modules
are already selected, as shown in Figure 22.
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B

Configure, Validate and Run RTA code generators |

Use this window to configure and validate code generation settings, and run RTA code generators

Project Name  myFbl Az

Root Output Path | (PROJECT_LOC] e M|

Select the tool(s) for code generation

1% RTA-FBL - 2.0.0FCA

[J% RTA-0S - 620 Fbl Main RTA-BSW CodeGen

BSW Output Path | [OUTPUT_LOC)/ fbl/eutput/FbI/BSW/Project/sn|  Browse..

Modules:
Generate Dynamic BSW Code
~ () Commnn = Generate ARXML
o Stnck Generate Static BSW Code
&4 ) [[] Generate Integration Code
Llcoeels (] Run Validators ont
Cre n valigal 5 only
| O mn
| ] M (] Select All Modules
1 Platform !
| < >

| Restore Defaults Apply

@ Restore All Defaults Apply All [ R |

Figure 22: RTA-BSW CodeGen tab

Once complete, check the box Generate BSW in the Fbl Main tab of the RTA Code
Generator window and click Run.

The user can re-generate the BSW code by clicking on Generate RTA-FBL as
shown in Figure 23. Upon successful generation, the popup message in Figure 24
is shown.

Oyl RiN 2O ifviti0 Q0000 B RO il~vil~

<> ECU Navigator 2 Generate RTA-BSW _
Favorites v+ Generate RTA-FBL &
Generate RTA-RTE
< ECU Configurator ez

v & myFbl [AR44.0] i Generate All

» P ter Definitio ..
& Parameter Definitio i¥® Open RTA Code Generator dialog... =

¥ ﬁ Bsw Modules Open RTA Code Generator dialog (Multi variant)...
> 3 Com Stack WTTT B FRIT AR

Figure 23: Generate RTA-FBL
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4.3.21]

G Message =

0 RTA-FEL successfully generated.!

[] Do nat show this dialog again

Figure 24: Successful generation

Following sections describe the parameters that the user can configure. The
letters '"M" and 'O’ are used to indicate *“Mandatory” and “Optional” respectively. If
O* or M* is specified, then see the Description for exceptions. The column
‘Requires BSW Re-Gen” indicates whether the BSW needs to be re-generated in
case the associated parameter has been changed.

Note that your target may also specify parameters that are unique to that target.
These will also be listed in your Target Guide.

FblRegion

This container allows the configuration of the memory regions of your ECU. For
eachregion the parameters details are listed in Table 4.1.

The allowed range for each FblRegion that can be specified is different for each
target and can be found in your Target Guide.

Table 41.Configuration parameters FblRegion of the Stellantis port of RTA-FBL

Parameter Description Requires
BSW
Re-Gen
FblRegionAddressLow Specifies the low address of Yes
the region
FbIRegionAddressHigh Specifies the high address of | Yes
the region
FblRegionMaxAttemptCounter | Specifies the maximum Yes

number of reprogramming
attempts for the region. When
the number of attempts
reaches this threshold, it will
not be possible to reprogram
this block anymore.

ETASRTA-FBL_STLAVv2.0.0 | User Manual



34 | The STLA Port

FblRegionType Specifies the region type: Yes

- BOOT_BLOCK Region
used for a Boot block

- APPLICATION_BLOCK
Region used for an appli-
cation block

- DATA_BLOCK Region
used for a data block

FblRegionExternalFlashSupport | Specifies the region type: Yes

- INTERNAL host PFLASH
region: erasing and
writing is handled by the
FlashBootloader using
MCAL APIs

- EXTERNAL external
memory device: erasing
and writing is handled by
the user via callbacks.

FblRegionID Specifies the identification Yes
number of the region. The
number uniquely identifies the
region, and itis used by CDA
tool to address the block
during download

43272 FbiGeneral

Table 4.2 provides a description of each parameter for the container FblGeneral.
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Table 4.2.Configuration parameters FblGeneral of the Stellantis port of RTA-FBL
Parameter O/M| Description

FblEcuType M | This parameter indicates which ECU
Type is selected. As per STLA specifi-
cation [1] three different ECU types
are supported:

ETASRTA-FBL_STLAVv2.0.0 | User Manual

- ECU Type A (ECU_A) ECU

supporting Standard reprogram-
ming: there is no specific secu-
rity support, the Download is
unlocked by a security level 0x1
(Seed&Key). The FW blocks are
not protected with authenticity
check (signature verification)
but only against consistency
(CRC check).

ECU Type B (ECU_B) ECU
supporting Standard Reprogram-
ming and Cyber security Level 4:
there is partial security support,
the Download is unlocked by a
security level 0x1 (Seed&Key).
The FW blocks are protected with
authenticity check (signature
verification). To accomplish this
the ECU must maintain an
internal certificate database
(TrustStore).

ECU Type C (ECU_C) ECU
supporting Authenticated Repro-
gramming and Cyber security
Level 4 and 5: there is full secu-
rity support, the Download is
unlocked by a security level 0x11
(ADA - Challenge-Response).
The FW blocks are protected with
authenticity check (signature
verification). To accomplish this
the ECU must maintain an
internal certificate database
(TrustStore).

Requires
BSW
Re-Gen

Yes
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FblSleepWakeup M | Specifies whetherthe ECUisa+150r | No
+30 node and it shall support the
Bootloader Sleep/Wakeup Mechanism

of [1].
FbIBlockSize O | Allows the user to configure the No
download block size in bytes.
FbIDidC5Support 1 Allows to configure the Erotan (SF196) | No

of the FlashBootloader, for details
referto [2].

4323 FblCore

Table 4.3 provides a description of each parameter for the container FbiCore.

Table 4.3.Configuration parameters FblCore of the Stellantis port of RTA-FBL

Parameter O/M| Description Requires
BSW
Re-Gen

EraseTimeout M | Allows to configure the maximumtime | No

in microseconds for erase flash opera-
tion before timing out.

StartAddress M | The start address of the application No
software. The bootloader will jump to
this address if the application is valid
and no reprogramming request has
been made.

VerifyTimeout M | Allows to configure the maximumtime | No
in microseconds for flash verification
operation before timing out.

WriteTimeout M | Allows to configure the maximumtime | No
in microseconds for write on flash
operation before timing out.

FblEraseMaxSize O | Allows to configure the maximum No
PerCycle number of bytes that can be erased in

one erase cycle.

If this parameter is set, the logical

block erase operation is split

according to the bank memory layout

and this parameter.

If this parameter is not set, the logical

block erase operation is split

according to the bank memory layout.

4L 324 FbICan

The Can parameters details of FblCan container are listed in Table 4.4. For addi-
tional information on the MCAL Can configuration, please refer to your FBL Target
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Guide.

Table 4.4.Configuration parameters FblCan of the Stellantis port of RTA-FBL
Parameter O/M| Description Requires
BSW
Re-Gen

FblCanldRxPhy M | The physical receive Can ID. Yes
Itis aninteger between Tand
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.

FblCanldRxFunc M | The functional receive Can ID. Yes
Itis aninteger between 1and
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.

FblCanldTxPhy M | The physical trasmit Can ID. Yes
Itis aninteger between 1and
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.

FblCanFdIdRxPhy M | The physical receive Can FD ID. Yes
Itis aninteger between 1and
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.

FblCanFdidRxFunc M | The functional receive CanFD ID. Yes
Itis aninteger between 1and
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.

FblCanFdIdTxPhy M | The physical transmit Can FD ID. Yes
Itis aninteger between 1and
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.

4325 FblSec

This section describes the security related parameters. Some of these parame-
ters depend on the FSM and the CycurHsm integration. Check if the CycurHsm is
supported in your FBL Target Guide.
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Table 4.5.Configuration parameters FblSec of the Stellantis port of RTA-FBL

Parameter O/M| Description Requires
BSW
Re-Gen

FblSecSk], M1 | Security constants for Seed&Key No

FblSecSk2 algorithm to unlock level 0x01. Manda-

tory for ECU Type A and ECU Type B.
FblSecTsMain M?2 | Specifies the address of the main No
StartAddress Trustore Block. It should be a valid

host PFLASH address alignedon a
sector boundary.

FblSecTsBackup M?2 | Specifies the address of the second No
StartAddress Trustore Block, the backup copy. It
should be a valid host PFLASH address
aligned on a sector boundary.

FblSecTsCapacity M?2 | Specifies the maximum number of No
certificates that could be stored in the
Trustore.

FblSecCsCapacity M?2 | Specifies the number of certificates No
that could be stored in the CertStore.

FblSecCrlCapacity M?2 | Specifies the number certificates that | No
could be stored in the Certificate
Revocation List.

FblSecTargetName | M2 | Specifies the Target Name for all No
Signed Firmware Blocks, for details
refer to SD.00015

': This parameter is mandatory only if EcuType is set to ECU_A or ECU_B

2: This parameter is mandatory only if EcuType is set to ECU_B or ECU_C and your
targetintegrates the CycurHsm integration.

4326 FbINvmBIlock

This container allows to add or modify the default configuration of the non volatile
memory blocks. This parameter affects FBL_DataM, Nvm and Fee. It's not possible
to delete the default non volatile memory blocks.
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Table 4.6.Configuration parameters FbINvmBlocks of the Stellantis port of RTA-FBL

Parameter O/M| Description

FbINvmBlock M | ShortName of the NvM block. This
parameter shall be unique or it can
have the same name of the a default
NvmBlock. Unicity check is only
performed on FBL configured parame-
ters so BSW modules are excluded.

FbINvmBIlockld M Identifier of the NvmBlock. This identi-
fier will be propagated to the NvM and
the Fee modules This identifier shall
be unigue. Unicity check is only
performed on FBL configured parame-
ters so BSW modules are excluded..

FoINvmBlockSize M Size of the NvmBlock. This identifier
will be propagated to the NvM and the
Fee modules

Requires
BSW
Re-Gen

Yes

Yes

Yes

Refert to FBL: NvM adaption for more details about default values and how to

manage NvM.

4327 FbINvmData

This container allows to add or modify the default configuration of the non volatile
memory data. This parameter affects FBL_DataM. It's not possible to delete the

default non volatile memory data.

Table 4.7.Configuration parameters FbINvmBlocks of the Stellantis port of RTA-FBL

Parameter O/M| Description

FbINvmData M ShortName of the NvM data. This
parameter shall be unique or it can
have the same name of the a default
NvM data. Unicity check is only
performed on FBL configured parame-
ters so BSW modules are excluded..

FbINvmBlockName M ShortName of the NvmBIlock that
contains the data.
The FbINvmBIlock shall be presentin
the FbINvmBIlock configuration.

FbINvmBIlockOffset M Offset of the data inside the NvmBlock
that contains the data.

FbINvmDataSize M Size of the data.
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FbINvmData M | Allows to configure the defaultvalue | Yes
DefaultValue of the NvM data. The default value
shall be and hexadecimal string like
OO0FF0O (3 byte size data).
Eventually the default value can be 1
byte that will be copied over the whole
size.
For example an NvM data of size 5 can
have the default value set to 01. This
configuration will generate the
following default value 0101010101.

Refert to Chapter FBL: NvM adaption for more details about default values and
how to manage NvM.

4.3.2.8 FblDid

This container allows to add or modify the default configuration of the DID. It's not
possible to delete the default DIDs. This parameter affect the dcm configuration
and the FBL_Port source code.

Table 4.8.Configuration parameters FbiDid of the Stellantis port of RTA-FBL

Parameter O/M | Description Requires
BSW
Re-Gen

FbIDid M | ShortName of the Did. This parameter | Yes

shall be unique or it can have the
same name of a default DID.

FbIDidldentifier M I[dentifier of the DID. A value in the Yes
range between 0 and OxFFFF.

FbIDidReadInSession | O | Allows to configure the available Yes
session for reading the DID.
This can be a string containing D for
Default session, P for Programming
session and E for Extended session.
For example the string DPE will allows
the DID to be read in all the sessions.

FbIDidWriteInSession | O | Allows to configure the available Yes
session for writing the DID.
This can be a string containing D for
Default session, P for Programming
session and E for Extended session.
For example the string DPE will allows
the DID to be read in all the sessions.
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FbIDidType M | Allows to configure the type of the Yes
DID.
Sets the DID type, select among:

- NVM_DATA read/write data
direct from NvM. FBL_DataM will
manage the dcm callback.

- CALLBACK read/write thruoght a
callback. FBL_Port will manage
the dem callback.

- USER_CBK read/write thruoght a
callback. The user shall define
the dcm callback.

If the DID default type is CALLBACK,
the user can change the type to
USER_CBK to exclude the default call-
back implementation.

If the DID default type is NVM_DATA,
the user can change the type to
USER_CBK or CALLBACK and this
makes no difference. The user shall
define the dcm callaback.

FbIDidNvMDataName | O* | Allows to configure the Nvm data Yes
associated to the DID. If FbIDidType is
set to NVM_DATA, this field is manda-
tory. The short name reported shall be
avalid short name configured in the
FbINvmData table.

FbIDidCbkReadSize | O* | Allows to configure size of the data Yes
available in the read DID callback.
If FoIDidType is set to CALLBACK or
USER_CBK, this field is mandatory.
FbIDidCbkWriteSize | O* | Allows to configure the size of the Yes
data available in the write DID callback.
If FolDidType is set to CALLBACK or
USER_CBK, this field is mandatory.

Refert to FblFotaRollbackRegion for more details about default values and how to
manage DIDs.

4329 FblFota

This container allows to manage the configurations for the FOTA.
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Table 4.9.FblFota configuration container

Parameter O/M| Description Requires
BSW
Re-Gen

FblFotaType O | Allows to configure the FOTA type. Y

The value can be:

- FOTA_DISABLED: FOTA features
is disabled.

- FOTA_SMALL_TARGET_ECU:
FOTA featuresis enabled.

If parameter is not set, then the FOTA
feature is disabled.

FblFotaRollback @) Allows to enable or disable the FOTA Y
rollback feature.
If parameter is not set, then the FOTA
rollback feature is disabled.
This parameter can be set to ENABLED
only if the FblFotaType is not set to
FOTA_DISABLED
FolFotaCanFdldRxPhy O | The physical receive Can ID. Y
Itis aninteger between 1and
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.
FblFotaCanFdIdRx @) The functional receive Can ID. Y
Func Itis aninteger between 1and
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.

FblFotaCanFdidTxPhy| O | The physical trasmit Can ID. Y
Itis aninteger between 1and
OX1FFFFFFF.
Only addressing mode 29 bits is
supported.

4.3.210 FblFotaRollbackRegion

This container allows to manage the FotaRollback blocks.

Table 410.Configuration parameters FbIDid of the Stellantis port of RTA-FBL

Parameter O/M| Description Requires
BSW
Re-Gen
FblFotaRollback M | Specifies the low address of the N
RegionAddressLow region
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FblFotaRollback M | Specifies the high address of the N
RegionAddressHigh region
FblFotaRollback M | Specifies the region type: N
RegionExternalFlash - INTERNAL host PFLASH region:
Support erasing and writing is handled by
the FlashBootloader using MCAL
APIs

- EXTERNAL external memory
device: erasing and writing is
handled by the user via callbacks.

FblRegionld M | Specifies the identification number of | N
the region that is used by the rollback
region.

4.3.3 Files created during generation

When you generate an instance of the Stellantis RTA-FBL using the RTA-FBL
plugin for ISOLAR-AB, a series of files is created within a number of folders that
you then use to build your RTA-FBL instance. Table 411 summarizes the folder
structure created for this port. Additional folders which contain the target-spe-
cific elements, such as target code and sample build scripts, will be created. See
your FBL Target Guide for details of the content of these additional folders.

Please note that the executable generated using our sample build scripts
includes debug symbols, to make debugging/troubleshooting easier. However,
we recommend disabling/stripping debug symbols from your final production
builds, as debug symbols may constitute a security risk in some use-cases.

Table 411.Files created by RTA-FBL generation

L1 Folder Description
1 The home of the RTA-CAR project.
Ifollinput Internal files for RTA-CAR created during

project creation, with FBL module configu-
ration. Do not manually edit these files.

Jtbl/output/Fbl/Bootloader This contains the core (port-independent
and core-independent) modules.
Jfbl/output/Fbl/BSW This folder contains the RTA-BSW project

used to generate the FBL BSW modules.
You can investigate the configuration
used for the BSW modules of the FBL. If
the configurationin the project is manu-
ally changed and a new BSW generated,
thenitis the integrator’s responsibility to
test that these changes do not affect the
bootloader’s correct functionality.
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Jfol/output/Fol/INFRA/BLSM The BLSM contains code for initializing the
Bootloader. The functionsin ./src/BLSM_-
CallOuts.c can be changed as describedin
FBL: BLSM adaptation, but the functionsin
BLSM_Main.c should not be changed. Itis
the integrator’s responsibility to ensure
that any changes made in the BLSM do
not affect the bootloader’s correct func-
tionality.

Jfol/output/Fol/INFRA/OS The OS contains the cyclic scheduler that
calls the module main functions. The OSis
provided as a fully functioning and tested
sample, but the integrator may replace
the OS as described in FBL: OS adaptation.
For example, the integrator may wish to
use RTA-OS in order to more easily
configure interrupts for other software
integrated with RTA-FBL. Itis the integra-
tor's responsibility to ensure that any
changes made to the OS do not affect the
bootloader’s correct functionality.

Jtbl/output/Fbl/INFRA/Port This folder contains the code thatimple-
ments port-specific functionality. The file
FBL_Port.c should not be modified by the
integrator. The other files may be modified
depending on your ECU’s use cases. Itis
the integrator’s responsibility to test that
any change made to the Port folder does
not affect the bootloader’s correct func-
tionality.

Jtbl/loutput/Fbl/Tools/BootUpdater | This folder contains the BootUpdater
sample, for details refer to Bootloader
Update.

Jfol/output/Fol/INFRA/Stubs This folder contains stub code necessary
due to the AUTOSAR architecture. Filesin
this folder should not be modified by the
integrator.

Jtbl/output/Fbl/INFRA/SecHAL This folder contains interface between
the CycurHsm and the FBL

4.3.4 The RTA-FBL instance for the Dummy Target

The user can select a dummy target when creating a new project (please refer to
Project creation). The dummy target provided with the Stellantis Port cannot be
built. You can only use the generated code as a reference to explore how
different parameters change the generated FBL instance.

The FBL for your target will have undergone an in-depth testing using the
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4.3.4]1

compiler and MCAL that you have chosen. All targets use a common base that
require the tools as described in Setting up your environment to generate an
RTA-FBL instance.

Note that although different compilers supported by your MCAL, as well as other
MCAL versions for this target should work, these have not been tested. If you do
need to generate your bootloader for a different MCAL/compiler combination
than that listed above, it is recommended that you first contact ETAS support
team.

Dummy Target Memory Layout

In order to allow the user to experiment with different memory space configura-
tions, the dummy target is set up to mimic the memory layout of Infineon's TC233
processor. This processor has a memory layout as shown in Table 412. Memory
regions of a space must begin on sector boundaries and the bootloader reserves
the first sector (i.e. the memory between 0xA0000000 and OxAOTFFFFF). You can
experiment with different configurations of Application, Calibration and Boot-
loader space if you have not yet received your Target package. For example, if you
configure a space that uses a memory region that is not on a region boundary or
that enters enter a disallowed space and note the error returned by the FBL
generator.

Table 412.Memory layout of the Dummy Target

Bank | Sector | Start End Comment
0 0 OxA0000000 | OXADOO3FFF | Reserved for FBL
1 OxA0004000 | OxAOOQO7FFF | Available for Application/Calibration
2 0xA0008000 | OxAOOOBFFF
3 0xA000CO00 | OxAQOOFFFF
4 OxAO010000 | OxAOO13FFF
5 OxA0014000 | OxXAOO17FFF | Not available for Application/Calibration
6 OxA0018000 | OXAOO1BFFF
7 OxAO001C0O00 | OXAOOTFFFF | Available for Application/Calibration
8 0xA0020000 | OXAOO27FFF
9 0xA0028000 | OxAOO2FFFF
10 0xA0030000 | OxAOO37FFF
n 0xA0038000 | OXAQO3FFFF
12 OxA0040000 | OxAQO47FFF
13 OxA0048000 | OXAQOLFFFF
14 0xA0050000 | OxAOO57FFF
15 0xA0058000 | OxAOOSFFFF
16 OxA0060000 | OxAOOBFFFF | Not available for Application/Calibration
17 0xA0070000 | OxAQOO7FFFF
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4.4

4.4]

4.411

18 OxAD080000 | OxXADO8FFFF | Available for Application/Calibration
19 0xA0090000 | OXAOOSFFFF

20 OxAOOAQOOO | OXAOQOBFFFF

21 OxAOOCO000 | OXAOODFFFF

22 OxAOOEOOQO | OXAOOFFFFF

23 OxA0100000 | OxAO13FFFF

24 OxA0140000 | OXAQ17FFFF

25 O0xA0180000 | OxAO1BFFFF

26 OxA01C0000 | OXAQ1FFFFF

Security Stack

Depending on the configuration of the FBL, the integrator may need to add two
security modules provided by Escrypt:

- STLA Security Manager (FSM),
- CycurHSM.

The generated FBL contains stubs of these two stacks in order to allow the user
to test the other FBL functionalities.

If your target supports Escrypt modules, your FBL Target Guide will provide infor-
mation on how to replace the stubs with the functional code. If the integrator
does not use CycurHSM solution, he could refer to [6] forRTA-FBL STLA security
interfaces.

The CycurHsm supports the following features:
- Trusted boot
- Trusted download
- ADA
- X509v3 management
- Lv9 features for FOTA feature.

The following subsections apply only if your target integrates the Escrypt Secu-
rity Stack.

FBL callout for SecStack integration

The FBL provides the following callouts to integrate the security stack. In this
section you will find only the callout provided by the FBL. The Security features
will be presented in the next chapters. All the following apis can be found in the
FBL_Security, ADA and FBL_FOTA modules. These apis can provides the integra-
tion of the CycurHsm/Fsm or can be used to integrate an external Security stack.

Startup

This section provides all the apis that can be used in the startup phase to
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initialize the HTA and request the Secure Boot.

Prototype
Parameter
Return Code

Functional
Description

Location
Pre-Conditions

Prototype
Parameter
Return Code

Functional
Description

Location
Pre-Conditions

Prototype
Parameter
Return Code

Functional
Description

Location
Pre-Conditions

void Fbl_Sec_DrvInitZero (void)

none
none

This apiis called during the startup phase.
It is requested just after the MCAL startup code and before
any other initialization.

FBL_Security.c

none

void Fbl_Sec_DrvInitOne (void)

none
none

This apiis called during the startup phase.
Itis requested just after the NvM initialization.
This apiis used by the CycurHsm.

FBL_Security.c

none

void Fbl_Sec_DrvInitThree (void)

none
none

This apiis called during the startup phase.
Itis requested just after the Dcm initialization.
If the FBL jumps to the application, this apiis not

FBL_Security.c

none

Jump to application

This section provides all the apis that can be used to check the application
validity and to perform any HTA action before jumping to the application.

Prototype

Parameter

Return Code

boolean Fbl_Sec_ApplicationIsValid (uint8* blockId)

Lout] blockId: it pointsto an array of size equal to DID201F_-
LOGICAL_BLOCK_BYTES. Each bit of this array refers to the
validity of the correspondent logical block as required by the
DID 0x201F.

TRUE: The software and the TS are trustable
FALSE: The software and the TS are not trustable
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Functional
Description

Location
Pre-Conditions

Pre-Conditions

Prototype
Parameter
Return Code

Functional
Description

Location

Pre-Conditions

Prototype

Parameter

This apiis called before jumping to the application to enable
or disable the application jump.

This apiis also called by the DID 0x201F to retrieve the invalid
software parts.

FBL_Security.c

none

Prototype boolean Fbl_Sec_ApplicationJumpPreHook(void)
Parameter none
Return Code none
Functional This apiis called only if the jump to the application is
Description requested and just before the actual jump.
It performs any action required by the HTA before jumping to
the application like disabling security features that shall not
be supported in the application.
Location FBL_Security.c
Pre-Conditions | none
4.41.3 Periodic
This section provides all the apis that can be used to perform any periodic task
related to the HTA.
Prototype void Fbl_Sec_MainFunction_1ms (void)
Parameter none
Return Code none
Functional Periodic function scheduled by the OS every Tms
Description
Location FBL_Security.c

none

void Fbl_Sec_MainFunction_5ms (void)
none
none

Periodic function scheduled by the OS every 5ms

FBL_Security.c

none

void Fbl_Sec_MainFunction_10ms (void)

none
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Return Code none

Functional Periodic function scheduled by the OS every 10ms
Description

Location FBL_Security.c

Pre-Conditions | none

4.41.4 HTA suspension and activation

This section provides all the apis that can be used to enable the HTA while
erasing or writing the PFLASH.

Prototype Fbl_Sec_StatusT Fbl_Sec_HTA_Suspend(void)

Parameter none

Return Code FBL_SEC_STATUS_OK: HTA suspension passes
FBL_SEC_STATUS_ERROR: HTA suspension fails

Functional Service to suspend the HTA

Description

Location FBL_Security.c

Pre-Conditions | none

Prototype Fbl_Sec_StatusT Fbl_Sec_HTA_Activate(void)

Parameter none

Return Code FBL_SEC_STATUS_OK: HTA activation passes
FBL_SEC_STATUS_ERROR: HTA activation fails

Functional Service to activate the HTA

Description

Location FBL_Security.c

Pre-Conditions | none

L 415 Secure Download

This section provides all the apis that can be used to start and check the soft-
ware verification.

Prototype Fbl_Sec_StatusT FBL_Sec_VerifyDownload (uint8 SfbIndex)

Parameter [in] SfbIndex: index of the signed firmware block that shall
be verified

Return Code FBL_SEC_STATUS_OK: verification is requested.

FBL_SEC_STATUS_BUSY: verification request is in progress.
FBL_SEC_STATUS_ERROR: verification request fails.

Functional It requests the verification process of a signed firmware

Description block. The verification process is asynchronous, and the
output of the verification can be checked polling the
FBL_Sec_VerifyDownloadResult.
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4.41.6

Location
Pre-Conditions

Prototype
Parameter
Return Code

Functional
Description

Location
Pre-Conditions

FBL_Security.c

none

Fbl_Sec_StatusT FBL_Sec_VerifyDownloadResult(void)

none

FBL_SEC_STATUS_OK: verification ends successfully.
FBL_SEC_STATUS_NOT_REQUESTED: verification is not requested.
FBL_SEC_STATUS_BUSY: verification request is in progress.
FBL_SEC_STATUS_ERROR: verification ends failing.

It checks the result of the verification process of a signed
firmware block

FBL_Security.c
none

ADA - Challenge request

This section provides all the apis that can be used to generate the challenge
required by the Authenticated Security access ($27 11).

Prototype

Parameter

Return Code

Functional
Description

Location
Pre-Conditions

Prototype

Parameter

ADA_Sec_StatusT ADA_Sec_GenerateChallenge (const uint8x*
certificate)

[in] certificate: pointer to the ADA certificate

ADA_SEC_STATUS_OK: the job is scheduled
ADA_SEC_STATUS_BUSY: HTA is busy and the job is not sched-
uled

ADA_SEC_STATUS_ERROR: HTA is faulty and the job is not sched-
uled

It requests the random seed generation, it stores the ADA
certificates, and it can request the certificate verification.
This process is asynchronous, and the output of the verifica-
tion can be checked polling the ADA_Sec_GetChallengeSta-
tus.

ADA_SecStackUserCode.c

none

ADA_Sec_StatusT ADA_Sec_GetChallengeStatus(uint8x*
randomSeed)

[in] certificate: pointer to the ADA certificate

ETASRTA-FBL_STLAVv2.0.0 | User Manual



51 | The STLA Port

Return Code

Functional
Description

Location
Pre-Conditions

ADA_SEC_STATUS_OK: seed is available and job is successfully
terminated.

ADA_SEC_STATUS_BUSY: seed is not available and job is execut-
ing.

ADA_SEC_STATUS_REVOKED_CERT: seed is not available and job is
successfully terminated.

ADA_SEC_STATUS_EXPIRED_CERT: seed is not available and job is
successfully terminated.

ADA_SEC_STATUS_ERROR: seed is not available and job is
successfully terminated.

It checks the status of the HTA job triggered by the functions
ADA_Sec_GenerateChallenge and it returns the random
seed to the FBL.

ADA_SecStackUserCode.c

none

4.41.7 ADA - Verify response and periodic certificate verification

This section provides all the apis that can be used to verify the response and the
certificate required by the Authenticated Security access (S27 12). The ADA
certificate can be verified both during the $27 11 and $27 12. By default, the ADA
certificate is stored in the host NvM, and it's verified periodically. Check the
Authenticated Diagnostic Access section for more details.

Prototype

Parameter

Return Code

Functional
Description

Location

Pre-Conditions

Prototype

Parameter

ADA_Sec_StatusT ADA_Sec_VerifyResponse (const uint8x
key)

[in] key: pointer to the ADA signed random number array

ADA_SEC_STATUS_OK: the job is scheduled
ADA_SEC_STATUS_BUSY: HTA is busy and the job is not sched-
uled

ADA_SEC_STATUS_ERROR: HTA is faulty and the job is not sched-
uled

This apiis called during the dcm callback for the service $27
12.

It requests the verification of the Signed Challenge and the
ADA certificate. This process is asynchronous, and the
output of the verification can be checked polling the
ADA_Sec_VerifyResponseStatus.

ADA_SecStackUserCode.c

none

ADA_Sec_StatusT ADA_Sec_VerifyCertificate (const uint8x
certificate)

[in] certificate: pointer to the ADA certificate

ETASRTA-FBL_STLAVv2.0.0 | User Manual



52 | The STLA Port

4.41.8

Return Code

Functional
Description

Location

Pre-Conditions

Prototype
Parameter

Return Code

Functional
Description

Location

Pre-Conditions

ADA_SEC_STATUS_OK: the job is scheduled
ADA_SEC_STATUS_BUSY: HTA is busy and the job is not sched-
uled

ADA_SEC_STATUS_ERROR: HTA is faulty and the job is not sched-
uled

It periodically requests the verification of the ADA certificate.
This process is asynchronous, and the output of the verifica-
tion can be checked polling the ADA_Sec_VerifyResponseS-
tatus.

ADA_SecStackUserCode.c

none

ADA_Sec_StatusT ADA_Sec_VerifyResponseStatus(void)

none

ADA_SEC_STATUS_OK: ADA certificate is valid job is successfully
terminated.

ADA_SEC_STATUS_BUSY: job is executing.
ADA_SEC_STATUS_REVOKED_CERT: ADA certificate is revoked.
The job ends with an error.

ADA_SEC_STATUS_EXPIRED_CERT: ADA certificate is expired. The
job ends with anerror.

ADA_SEC_STATUS_ERROR: ADA certificate is not valid or the
signature is not valid. The job ends with errors.

It checks the status of the HTA job triggered by the func-
tions: ADA_Sec_VerifyResponse and ADA_Sec_VerifyCertifi-
cate.

If the request comes from the ADA_Sec_VerifyCertificate
and the certificate is stored in a protected area, this api shall
ADA_SEC_STATUS_OK since any other result will trigger areset.

ADA_SecStackUserCode.c

none

ADA - Certificate management

This section provides all the apis that can be used to access to the information
stored in the ADA certificate.

Prototype

Parameter

Return Code

ADA_Sec_StatusT ADA_Sec_GetCertificateInfo
(ADA_Sec_CertificateInfoT* certInfo)

Lout] certInfo:astructure containing the serialNumber and
the commonName of the ADA certificate.

ADA_SEC_STATUS_OK: ADA certificate is verified and data are
available.

ADA_SEC_STATUS_ERROR: ADA certificate is not verified and
data are not available.

ETASRTA-FBL_STLAVv2.0.0 | User Manual



53 | The STLA Port

Functional
Description

Location
Pre-Conditions

Prototype
Parameter

Return Code

Functional
Description

Location
Pre-Conditions

Prototype
Parameter
Return Code

Functional
Description

Location
Pre-Conditions

Prototype

Parameter

Return Code

Functional
Description

Location

Pre-Conditions

Prototype

Parameter
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After a successful verification of the ADA certificate, this api
is used to retrieve the serialNumber and the commonName
and store these information in the DID 2030.

ADA_SecStackUserCode.c

none

uint8 ADA_Sec_GetAuthRole(void)

None

0x00U if norole is set or the current role defined in the ADA
certificate.

[t retrieves the role of a valid ADA certificate. If the ADA
certificate is not valid, it returns 0Ox00U.

ADA_SecStackUserCode.c

none

void ADA_Sec_GetCertificate(uint8 * data)

Lout] data: pointer to the ADA certificate
none

This apiis called to store the ADA certificate in the host NvM.
It retrieves the ADA certificate from the security stack.

ADA_SecStackUserCode.c

none

ADA_Sec_StatusT ADA_Sec_GetCertificatelLatestSavedDate
(uint64* latestSavedDate)

[out] latestSavedDate: latest saved date formatted as unix
time

ADA_SEC_STATUS_OK: latest Saved Date was successfully
calculated.

ADA_SEC_STATUS_ERROR: latest Saved Date was not success-
fully calculated.

This apiis called during the startup to retrieve the last saved
date value from the validated certificate chain.

ADA_SecStackUserCode.c

none

ADA_Sec_StatusT ADA_Sec_GetCertificatelLatestSavedDate
(uint64* latestSavedDate)

[out] latestSavedDate: latest saved date formatted as unix
time
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4.41.9

4.4110

Return Code

Functional
Description

Location
Pre-Conditions

Prototype

Parameter

Return Code

Functional
Description

Location
Pre-Conditions

ADA - Periodic

Prototype
Parameter
Return Code

Functional
Description

Location

Pre-Conditions

ADA_SEC_STATUS_OK: latest Saved Date was successfully
calculated.

ADA_SEC_STATUS_ERROR: latest Saved Date was not success-
fully calculated.

This apiis called during the startup to retrieve the last saved
date value from the validated certificate chain.

ADA_SecStackUserCode.c
none

Std_ReturnType ADA_Sec_certParseDate(uint64* timeStamp,
uint8* dateString, uint8 length)

[in] dateString: inputascii string
[in] length: inputascii string length
fout] timestamp: pointer to the time stamp

E_OK: valid date
E_NOT_OK: invalid date

[t converts an x509v3 GeneralizedTime od UTCTime into a
timestamp.

ADA_SecStackUserCode.c

none

void ADA_Sec_Mainfunction_1ms (void)

none
none

Periodic function scheduled by the OS every Tms

ADA_SecStackUserCode.c

none

FOTA - CSR and idendity key generation

This section provides all the apis required by the FBL during the and the private
key and to sign with the identity key generation. This process is triggered by the

RC OxDQOOA.
Prototype

Parameter

Return Code

FBL_FOTA_Sec_StatusT
FBL_FOTA_Sec_GenerateIdentityKeyData (void)

none

FBL_FOTA_SEC_STATUS_OK: job is triggered successfully.
FBL_FOTA_SEC_STATUS_BUSY: HTA is busy, and job is not trig-
gered.

FBL_FOTA_SEC_STATUS_ERROR: HTA is faulty, and job is not trig-
gered.
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Functional
Description

Location
Pre-Conditions

Prototype

Parameter

Return Code

Functional
Description

Location

Pre-Conditions

Prototype
Parameter
Return Code

Functional
Description

Location
Pre-Conditions

Prototype
Parameter

Return Code

Functional
Description

Location

Pre-Conditions

It triggers the identity key generation. This is an asynchro-
nous function that trigger the job. FBL_FOTA_Sec_Get-
GenldKeyStatus can be used for polling the result.

FBL_FOTA_SecStackUserCode.c

none

FBL_FOTA_Sec_StatusT FBL_FOTA_Sec_GetGenIdKeyStatus
(void)

none

FBL_FOTA_SEC_STATUS_OK: job ends successfully.
FBL_FOTA_SEC_STATUS_BUSY: job is still running.
FBL_FOTA_SEC_STATUS_ERROR: job ends with errors.

Periodic function scheduled by the OS every Tms

FBL_FOTA_SecStackUserCode.c

none

FBL_FOTA_Sec_StatusT FBL_FOTA_Sec_GenerateCSR (void)

none

FBL_FOTA_SEC_STATUS_OK: job is triggered successfully.
FBL_FOTA_SEC_STATUS_BUSY: HTA is busy, and job is not trig-
gered.

FBL_FOTA_SEC_STATUS_ERROR: HTA is faulty, and job is not trig-
gered.

It triggers the CSR generation. This is an asynchronous func-
tion that trigger the job. FBL_FOTA_Sec_GetCSRStatus can
be used for polling the result.

FBL_FOTA_SecStackUserCode.c
none

FBL_FOTA_Sec_StatusT FBL_FOTA_Sec_GetCSRStatus (void)

none

FBL_FOTA_SEC_STATUS_OK: job ends successfully.
FBL_FOTA_SEC_STATUS_BUSY: job is still running.
FBL_FOTA_SEC_STATUS_ERROR: job ends with errors.

It retrieves the status of the CSR generation process.

FBL_FOTA_SecStackUserCode.c

none
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4,411 FOTA - Sign data with identity key

This section provides all the apis required by the FBL during the data signature
calculation required by the DIDs 0xF1B7 and OxF1B8.

As reported in the [2], the DIDs 0xF1B7 and OxF1B8 reserve up to 256 bytes for the
signature but it's up to the HTA implementation to define the signature algoritnm.
An apiis provided to retrieve this information from the HTA.

Prototype FBL_FOTA_Sec_StatusT FBL_FOTA_Sec_SignWithIdentityKey
(const uint8* tbsData, uint32 tbsDatalLen)
Parameter [in] tbsData: The datato be signed with the identity key

Return Code

[in] tbsDatalLen: Length of the data to be signed

FBL_FOTA_SEC_STATUS_OK: job is triggered successfully.
FBL_FOTA_SEC_STATUS_BUSY: HTA is busy, and job is not trig-
gered.

FBL_FOTA_SEC_STATUS_ERROR: HTA is faulty, and job is not trig-
gered.

Functional It triggers the FOTA Sign with Identity Key process. Thisis an

Description asynchronous function that trigger the job. FBL_FO-
TA_Sec_GetSignWithldKeyStatus can be used for polling
the result.

Location FBL_FOTA_SecStackUserCode.c

Pre-Conditions

none

Prototype FBL_FOTA_Sec_StatusT
FBL_FOTA_Sec_GetSignWithIdKeyStatus (void)
Parameter none

Return Code

FBL_FOTA_SEC_STATUS_OK: job ends successfully.
FBL_FOTA_SEC_STATUS_BUSY: job is still running.
FBL_FOTA_SEC_STATUS_ERROR: job ends with errors.

Functional It retrieves the status of the sign with identity key process.
Description
Location FBL_FOTA_SecStackUserCode.c

Pre-Conditions

none

Prototype uint32 FBL_FOTA_Sec_GetSignatureLength(void)

Parameter none

Return Code uint32 containing the signature length

Functional It retrieves the signature length provided by the HTA.

Description The maximum size of the signature is 256 as reported in the
DID OxF1B7 and OxF1B8.

Location FBL_FOTA_SecStackUserCode.c

Pre-Conditions

none
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4.4112

L.4.2

Prototype

Parameter

Return Code

Functional
Description

Location

Pre-Conditions

FOTA - Periodic

Prototype
Parameter
Return Code

Functional
Description

Location

Pre-Conditions

FBL_FOTA_Sec_StatusT FBL_FOTA_Sec_GetDataSignature
(uint8* SignedData)

fout] SignedData: pointer to an array that contains the
signed data.

uint32 containing the signature length
It retrieves the signature length provided by the HTA

FBL_FOTA_SecStackUserCode.c

none

void FBL_FOTA_Sec_Mainfunction_Ims

none
none

Periodic function scheduled by the OS every Tms

FBL_FOTA_SecStackUserCode.c

none

CertStore, DisavowedCertificateList and TrustStore

The CS (Cert Store) contains the certificate chain of trust and the DCL (Dis-
avowed Certificate List) according to the SD.00078 and the SD.00125.

The user shall assemble the CS and DCL considering that:

- CSand DCL shall have a separate SFBH

- CS and DCL shall be signed by a certificate that has the contains the
extkeyUsage OID 1.3.6.1.41.29858.31.2.5

- CS and DCL shall be concatenated.

Logical Block 0

CSSFB

DCL SFB

Empty space

An example of a CS and DCL is reported in the figure below.

e Root certificate
€S SFBH 7 g Intermediate certificate
€S SFBD . Firmware Signer certificate
DCL SFBH /_//"’ DCL Entry 0
DCL SFBD DCLEntry 1
Tl DCL Entry #

Figure 25: CertStore creation

The FBL calculates the CS and DCL SFBs position inside the logical block 0 as
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follow:

- The start address of the CS SFBis fixed and matches the start address of
the logical block 0.

- The size of the CS SFB is dynamic and depends on the field size of the CS
SFBH.

- The start address of the DCL SFB is dynamic and it's calculated at the run
time by the FBL as: CS SFB start address +

- CS SFBsize.

- The size of the DCL SFB is dynamic and depends on the field size of the DCL
SFBH and the DCL SFB start address.

The logical block 1 shall not be used since both the CS and the DCL are part of the
Logical block O.

The CS contains the certificate that shall be added to the TS. It's not necessary
that the CS contains all the certificate in the TS, but instead should contain those
certificates to be added to the TS.

The DCL shall be always present, and it shall contain at least one certificate filled
with OxFFs if no certificate needs to be removed.

If only the DCL is to be installed, then the new Truststore will be generated from
the old Truststore and the new DCL

As reported in the SD.00015_03, each DCL entry shall contains two fields: the
issuer common name and the certificate serial number. Since the issuer common
name and the serial number may have a size smaller than the reserved ares,
these two fields shall be padded as reported in the below figure.

DCL entry
EE|EnlEREN 0| 0]0)0 Certificate issuer common name = ROOT
ojojo|ojojo|jO]O
olololololololo Certificate serial number = 0x11223344
o|Oojojojo|O|O]|O
el o o] ol [0 .DCl.en[n; issuer common name (LEFT ALIGNED)
o|Ojojojo|O|O]|0O
gjoejojojojojojo DEL entry padded issuer common name
ojlojojojofojofO
Olojojojojololo DEL entry prefilled serial number
ojojojoj|ofojof0O
ofjojojojojojojO .DClentr\rseriaInumbermlGH'thIGNEDBIGENDIAN]
o[o[o] o |EafzE[sSIE

Figure 26: DCL entry format

The FSM interprets the certificate serial number field in the DCL in big endian
representation.

The CS and the DCL are stored in the PFLASH and the whole content of the
Logical Block O is protected with a CMAC by the CycurHsm and verified at the
startup and before the usage.

The DID 2031 reports the last 10 DCL entries available.
At the first startup, the TS is generated based on the content of the CS only.
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4.4.3

If a new CS/DCL is downloaded the TS is updated as follow:
- Ifanew valid certificate is added to the CS, it is also added to the TS.

- if a certificate is added to the DCL, the same certificate and all the leaf
certificates that are validated by that certificate are removed from the TS.

@ NOTE

It's suggested to leave the DCL “empty” (one entry filled OxFFs) in the initial
Certificate.

@ NOTE

A DCL entry shall be never removed otherwise the related certificate can be
readded to the CSandtothe TS.

Trusted Boot

The authenticated boot is responsible to prevent that a corrupted or illegally
modified software executes on the ECU.

The FBL defines the Authenticated Boot table that contains all the information
related to the Logical block that shall be verified by the HTA during the Authenti-
cated boot phase.

Alogical block may be verified in the following ways:

- TB_BOOT_MODE_SECURE: The Logical block CMAC verification is performed at
the startup by the HTA. If the Logical block CMAC verification fails, the HTA
doesn’trelease the Host and the FBL doesn’t execute. This mode doesn’t
allow any recovery. This is the mode used to verify the FBL.

TB_BOOT_MODE_AUTHENTIC: The Logical block CMAC verification is requested
by the FBL during the startup. The FBL doesn’t jump to the application until
the HTA verify the logical block. If the Logical block CMAC verification fails,
the FBL doesn't jump to the application and remains in boot. A new download
is possible, and the corrupted region can be recovered. This is the default
mode used to verify the APPs and the CALs.

TB_BOOT_MODE _AUTHENTIC_EXTENDED_RESET: The Logical block CMAC verifica-
tion is requested by the FBL during the startup. The FBL doesn’t wait for the
HTA verification and jump to the application. If the Logical block CMAC verifi-
cation fails, the HTA triggers areset. At the following reset the FBL detects
that the HTA trigger the reset and erase all the regions marked with this flag.
This mode can be used to decrease the startup time
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4.4.31

@ NOTE

Only the application can be marked with the trusted boot mode
TB_BOOT_MODE_AUTHENTIC_EXTENDED_RESET.

The FBL configuration of the TBT (Trusted Boot Table) is stored in the variable
AuthBootTable located in the Sec_Hal_PrvCfg.c file. The AuthBootTable contains
the FBL configuration of the blocks that shall be verified by the CycurHsm.

Sec_Hal_UserCfg.h can be updated to change the Trusted Boot mode for the
Application and the Calibration entries. While it's not possible to change the FBL
Trusted Boot Mode, it's possible to change the one of the calibrations and appli-
cation blocks. By default, FBL block is set as TB_BOOT_MODE_SECURE and other as
TB_BOOT_MODE_AUTHENTIC.

The CycurHsm provides the api HSM_GetTBVerifTable to retrieve information
about the current blocks in the CycurHsm TBT. The two TBT, the one in the FBL
and the one in the CycurHsm are different.

The FBL TBT contains the configuration of the logical blocks that shall be part of
the CycurHsm TBT. Trustore is not part of the FBL TBT. The CycurHsm TBT
contains the current area for which the CycurHsm has calculated the CMAC. At
the first startup the CycurHsm TBT is empty, and it's populated after the first
initialization and after each download.

Bootloader first run

The FBL requires a valid CS to be flashed on the ECU before the first run of the
FBL.

Both the TS regions shall be filled with Os.

During the first run, the FBL performs the following tasks:
1. Initialize the HSM.
2. Request the CS verification and the TS generation from the HSM.
3. Store the TS and the TS backup in the PFLASH.

4. Request the TS protection from the HSM. During this step the lifecycle of
the HSM is set to INFIELD1 and the CMAC is

5. calculated for both the TS.
6. Verify the TS.

7. Calculate the CMAC of the configured logical block that are marked as
TB_BOOT_MODE_SECURE.

ETASRTA-FBL_STLAVv2.0.0 | User Manual



61 | The STLA Port

@ NOTE

the lifecycle of the HSM switches to INFIELD1 despite any of the previous step

fails. This will prevent the TS generation. The HSM shall be re-flashed to
generate anew valid TS.

4.4.3.2  Startup sequence

After the first run, the startup sequence is reported in the figure below.

-

FBL

@ verification |

,@ —
r/ \/

@' Host not is
| released |

a4 |

‘ Host is ‘@
| released |

N

. ]
| | APP and CAL

verification

®

s —— _..I.‘______‘___.

Figure 27: Authenticated boot Startup sequence

1. At the reset the HSM starts before the Host and verify the FBL (The FBL
block verification mode is flagged as TB_BOOT_MODE_SECURE)

2. If verification fails, the HSM doesn’t release the host.

3. After a successful verification, the HSM release the Host and the FBL starts.

In this step the TS is verified, and remedial action are setup to recover froma
corrupted TS. TS and TS backup shall be aligned.

4. If the programming session is not requested, the FBL requests the verifica-

tion of the application and calibration logical blocks in the Trusted Boot
Table.

- If the FBL detects areset triggered by the HTA, the FBL invalidate the
block and erase the blocks marked as

TB_BOOT_MODE_AUTHENTIC_EXTENDED_RESET from the Trusted Boot Table.
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- The FBL starts with all the blocks marked as TB_BOOT_MODE_AUTHENTIC
and wait until the HSM finishes the verification.

- If the FBL doesn't detect areset triggered by the HTA, then the FBL
moves to the blocks marked as
TB_BOOT_MODE _AUTHENTIC_EXTENDED_RESET and just start the verification
without waiting the output.

5. If verification fails (either TS, app or cal) or any blocks define in the Auth-
BootTable is not present in the Trusted Boot Table, then the ECU remainsin
the FBL.

6. Once the SW verification is fine the FBL requests the jump to the application
after calling ecy_hsm_Csai_Protection_DisableSecCritFunctions. This AP
disables some CycurHSM features. This is done only if no regions are marked
as TB_BOOT_MODE_AUTHENTIC_EXTENDED_RESET, otherwise it's up to the App to
call this API.

@ NOTE

The above startup sequence doesn't report any MCAL initialization or any
other check to determine application can run.

@ NOTE

At the first startup only TS and FBL are present in the Trusted Boot Table. Cals
and Apps are added to the Trusted Boot Table after a successful RC 0xFO00
verify download.

L4 4 Trusted Download

The verification process is managed by the FSM and the CycurHSM and all the
information can be found in their manuals.

As a summary:
- The verification process is triggered by the RID 0xFO00 Check Program.
- The FBL requests to the CycurHsm the verification of the downloaded block
- The CycurHsm responds with a positive or negative response
- In case of positive response, the CycurHsm provides the updated TS.

- The FBL store the TS in the flash area and requests the protection.

After a successful verification, the FSM doesn’t include the SFBH and the CS area
in the CycurHsm TBT entry. The FBL updates the CycurHsm TBT to include all the
Logical Block area.
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4.5

4.6

461

Supported targets

RTA-FBL is a hardware independent FlashBootloader, using the abstraction layers
provided by AUTOSAR: the integrator could integrate any AUTOSAR MCALs,
depending on the underlying hardware.

This port has been developed and tested with different MCALs and compilers,
please contact ETAS if you are interested to know the targets already used.

Integrator guidelines

Creating and building an RTA-FBL instance demonstrated how an RTA-FBL
project is created in the ISOLAR-AB plugin and the RTA-FBL instance generated.
This section explains how and where the integrator can modify this generated
instance, as well as integrate the control Application Software on the ECU. This
may require adaptation of the FBL as well as adaptations of your Applications
Software.

The integrator may need to make the following changes to the default generated
FBL:

- Memory layout adaptation

- Completion of user functions

- BSW module adaptation (optional)

- C-code startup and trap table updates (optional)
- MCAL adaptation (optional)

- OS adaptation (optional)

- BLSM adaptation (optional)

The integrator may need to make the following changes to the Application Soft-
ware:

- NvM layout adaptation
- Boot jump handling

The integrator may need to make additional changes not described in this User
Manual to support specific use cases for his ECU. It is the integrator's responsi-
bility to ensure that any changes made do not affect the bootloader’s correct
functionality.

FBL: Memory Layout Adaptation

Tointegrate the FBL in your application the first step to do is decide how to set up
your memory regions. This is done using the configuration tool as described in
Configuration and Generation of FBL and BSW. The allowed memory range
depends on your target.

An example of a typical memory layout is depicted in Figure 28.
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0x80000000

0x8003FFFF

0x80080000

0x8027FFFF

0x80040000
0x8007FFFF

Figure 28: Sample memory layout

4.6.2 FBL: User Functions

This port provides some functions that need to be adapted by the integrator.
Few of them must be filled correctly to be fully compliant with Stellantis norms,
while others are optional.

46.2] Initialization

During system initialization, user has two callouts that could be used for ECU init,
useful in case specific hardware initialization is needed (e.g. enable a CAN trans-
ceiver or manage the operating mode of a SBC).

Prototype void Fbl_Port_UserConfigInitOne ( void )

Parameter none

Return Code none

Functional Called at system startup during Flash Bootloader initializa-
Description tion, before the NvM has loaded the data flash.

Location FBL_PortUserCode.c

Pre-Conditions | none

Prototype void Fbl_Port_UserConfigInitTwo ( void )

Parameter none

Return Code none

Functional Called at system startup during Flash Bootloader initializa-
Description tion, after the NvM has loaded the data flash (thus only if the

applicationis not executed)
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46.22

4.6.2.3

Location FBL_PortUserCode.c

Pre-Conditions | none

Shutdown

The user function Fbl_Port_GoToSleep should be filled to put the ECU in sleep
mode, according to the ECU hardware configuration and sleep strategy. The
callout is triggered according to [1] when the timers of section 5.2.6 Bootloader
Sleep/Wakeup Mechanism are expired. When this functionality is enabled, the
NvM block NvM_ShutdownCorrectBlock could be used to detect whether the
previous shutdown was normal or abnormal, according to [1]

Prototype void Fbl_Port_GoToSleep ( void )
Parameter none

Return Code none

Functional Called to put the system in shutdown
Description

Location FBL_PortUserCode.c

Pre-Conditions | none

Watchdog

The FBL does not implement any watchdog functionality. As an example, for the
integrator, the call Fbl_Port_WatchDogInitialise is called from Os_Start and the
user should place the code that initializes the watchdog in this function. The
function Fbl_Port_WatchDogRefresh must then be called to pet the watchdog
from within a cyclic OS function. In the provided OS, this is called every 100ms, but
the integrator can call Fbl_Port_WatchDogRefresh at whatever rate is deemed
suitable.

Prototype void Fbl_Port_WatchDogInitialise ( void )
Parameter none

Return Code none

Functional Called toinitialize the watchdog
Description

Location FBL_PortUserCode.c

Pre-Conditions | none

Prototype void Fbl_Port_WatchDogRefresh ( void )
Parameter none

Return Code none

Functional Called to refresh the watchdog
Description

Location FBL_PortUserCode.c

Pre-Conditions | none
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4.6.2.4

4.6.2.5

Application validation

At the end of the download the callout Fbl_Port_UserValidApplication is trig-
gered to verify that the application is valid and compatible. The callout should be
filled with application specific checks. When requesting the routine SFFOT - Check
Programming Dependencies the callout is executed only if the signature or CRC
check on the blocks has been positive, otherwise a negative response is returned
without triggering the user callback. Please note that when bit # 1 of DID 2010 is
not set, the DTC P0602-00 is returned by FBL. The same should be done by the
applicationif itis executed in limp mode.
Prototype boolean Fbl_Port_UserValidApplication (uint8 *
isSwHwCompatible, uint8 * isSwDataCompatible )
Parameter isSwHwCompatible: pointer to software validity flag, it is used
to update bit #1and bit #5 of DID 2010

- Bit 1Programming Status - Application

- Bit 5 Software not Compatible with Hardware
isSwDataCompatible': pointer to data validity flag, it is used
to update bit #2 and bit #6 of DID 2010

- Bit 2 Programming Status - Data

- Bit 6 Software not Compatible with Application Data

Return Code TRUE: the application will be executed; this value should be
returned to execute a valid application or an applicationin
limp mode

FALSE: the application will not be executed and the ECU will
remain in boot mode

Functional Called after an application software download, to verify the
Description application validity and compatibility.
Location FBL_PortUserCode.c

Pre-Conditions | none

Software Identification Update

After an application software update is successfully performed, the callout
Fbl_Port_DownloadSuccess is triggered to execute user specific code. This callout
could be used to update software identification values in NVM with the newer
values, or to store the odometer for the last flash programming, or any other ECU
specific use case. The callout is executed at the end of the download only if the
signature check has been positive and the application has been considered valid.

Prototype void Fbl_Port_UserDownloadSuccess ( void )
Parameter none

Return Code none

Functional Called after a successful download to execute user code
Description
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Location FBL_PortUserCode.c

Pre-Conditions | none

4.6.2.6  External memory reprogramming

If a region is configured as EXTERNAL using the FBL parameter FblRegionExter-
nalFlashSupport, following user callouts are triggered to manage erase and
writing processes.

Prototype UserFlash_ReturnType UserFlash_FlashErase ( uint32
TargetAddress, uint32 Length )

Parameter TargetAddress: low address of the external memory device to
be erased.

Length: size of the external memory device to be erased

Return Code FBL_USER_FLASH_RESULT_SUCCESS: Erase completed success-
fully.
FBL_USER_FLASH_RESULT_PROCESSING: Erase is in progress and
requires additional time. It will result in NRC 0x78 to RID
OXFFOO when Transport Protocol timeout expires.
FBL_USER_FLASH_RESULT_FAILURE: Erase completed with fail-
ure. It will result in NRC 0x72 to RID OxFFO0

Functional Triggered when RID OxFFOO - Erase Memory is received for a
Description region configured as external. The integrator should start
the erase process of the memory device using its own driver.

Pre-Conditions | None

Prototype UserFlash_ReturnType UserFlash_FlashWrite (uint32
TargetAddress, uint32 Length, const uint8*
SourceAddressPtr)

Parameter TargetAddress: address of the external memory device where

data should be written.
Length: size of the data to be written.
SourceAddressPtr: pointer to data.

Return Code FBL_USER_FLASH_RESULT_SUCCESS: Write completed success-
fully.
FBL_USER_FLASH_RESULT_PROCESSING: Write is in progress and
requires additional time. It will result in NRC 0x78 to Transfer
Data service when Transport Protocol timeout expires.
FBL_USER_FLASH_RESULT_FAILURE: Write completed with fail-
ure. It will result in NRC 0x72 to Transfer Data service.

Functional Triggered each time data from Transfer Data service is

Description processed. Note that Length depends on the Fbl parameter
FbiBlockSize. The integrator should start the write process of
the memory device using its own driver.

Pre-Conditions | None
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Prototype

Parameter

Return Code

Functional
Description

Pre-Conditions

Prototype

Parameter

Return Code

Functional
Description

Pre-Conditions

UserFlash_ReturnType UserFlash_CalculateBlockHash (
uint32 TargetAddress, uint32 Length, uint8% Hash )
TargetAddress: address of the external memory device to
calculate the Hash.

Length: size of the data whose Hash should be computed.
Hash: pointer to computed hash.

FBL_USER_FLASH_RESULT_SUCCESS: Hash calculation completed
successfully

FBL_USER_FLASH_RESULT_PROCESSING: Hash calculationisin
progress and requires additional time. It will result in NRC
0x78 to RID 0xD000xx service when Transport Protocol
timeout expires.

FBL_USER_FLASH_RESULT_FAILURE: Hash verification
completed with failure. It will result in NRC 0x72 to RID
0xD000xx

Triggered when RID 0xD0OOO - Logical Block Hash is received
for aregion configured as external. The integrator should
calculate the Hash of the memory region using the proper
algorithm. Please note a cryptographic library for
LTC_RIPEMD-160 is present in your generated code that
could be usea.

None

UserFlash_ReturnType UserFlash_FlashRead (uint32
TargetAddress, uint32 Length, uint8* DestAddressPtr)
TargetAddress: address of the external memory device to be
red.

Length: size of the external memory device to be red.
DestAddressPtr: output buffer.

FBL_USER_FLASH_RESULT_SUCCESS: Read completed success-
fully.

FBL_USER_FLASH_RESULT_PROCESSING: Read is in progress and
requires additional time.

FBL_USER_FLASH_RESULT_FAILURE: Read completed with fail-
ure.

The integrator should add the code to read from the external
memory device.

None

4.6.2.7  Authenticated Diagnostic Access

Prototype

Parameter

Std_ReturnType ADA_UserCode_SecurityPolicyService
(uint8 service, uint8 subService, uint32 userRole )
Service : Requested diagnostic service.

subService : Requested diagnostic subservice.

userRole : Current active role mask.
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Return Code

Functional
Description

Pre-Conditions

Prototype

Parameter

Return Code

Functional
Description

Pre-Conditions

Prototype

Parameter

Return Code

Functional
Description

Pre-Conditions

Diagnostic

Prototype
Parameter
Return Code
Functional

Description

Pre-Conditions

E_OK : Service is allowed.
E_NOT_OK : Service is not allowed.

This function handles the service security policy. It checks if
the requested service with the current active role is allowed
or not.

None

Std_ReturnType ADA_UserCode_SecurityPolicyRID (uint8
rid, uint8 subService, uint32 userRole )

rid: Requested diagnostic RID.
subService : Requested diagnostic RID subservice.
userRole : Current active role mask.

E_OK:RIDis allowed.
E_NOT_OK : RID is not allowed.

This function handles the RID security policy. It checks if the
requested RID with the current active role is allowed or not.

None

Std_ReturnType ADA_UserCode_SecurityPolicyDID (uint8
rid, uint8 subService, uint32 userRole )

did:Requested diagnostic DID.
subService : Requested diagnostic DID subservice.
userRole : Current active role mask.

E_OK: DIDis allowed.
E_NOT_OK : DID is not allowed.

This function handles the DID security policy. It checks if the
requested DID with the current active role is allowed or not.

None

Std_ReturnType Fbl_UserCode_DID2001_OdometerReadFunc
(uint8x Data)

Data: pointer to the data content fo the DID. The data size is 2
according to the [2] unless the FbiDid is updated.

E_OK:DIDis allowed.
E_NOT_OK : DID negative response.

This function handles the value of the DID 2001.

None

ETASRTA-FBL_STLAVv2.0.0 | User Manual



70 | The STLA Port

Prototype
Parameter
Return Code
Functional

Description

Pre-Conditions

Prototype
Parameter
Return Code
Functional

Description

Pre-Conditions

Prototype
Parameter
Return Code
Functional

Description
Pre-Conditions

Prototype
Parameter
Return Code
Functional

Description
Pre-Conditions

Std_ReturnType
Fbl_UserCode_DIDF1B9_FotaScomoId1ReadFunc (uint8* Data)

Data: pointer to the data content fo the DID. The data size is
33 according to the [2] unless the FbiDid is updated.

E_0K:DIDis allowed.
E_NOT_OK : DID negative response.

This function handles the value of the DID F1B9.

None

Std_ReturnType
Fbl_UserCode_DIDF1BA_FotaScomoId2ReadFunc (uint8* Data)

Data: pointer to the data content fo the DID. The data size is
33 according to the [2] unless the FbiDid is updated.

E_OK:DIDis allowed.
E_NOT_OK : DID negative response.

This function handles the value of the DID F1BA.

None

Std_ReturnType
Fbl_UserCode_DIDF1BB_FotaScomoId3ReadFunc (uint8* Data)

Data: pointer to the data content fo the DID. The data size is
33 according to the [2] unless the FbiDid is updated.

E_OK:DID is allowed.
E_NOT_OK : DID negative response.

This function handles the value of the DID F1BB.

None

Std_ReturnType
Fbl_UserCode_DIDF1BC_FotaScomoId4ReadFunc (uint8* Data)

Data: pointer to the data content fo the DID. The data size is
33 according to the [2] unless the FbiDid is updated.

E_OK:DIDis allowed.
E_NOT_OK : DID negative response.

This function handles the value of the DID F1BC.

None
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4.6.2.9

4.6.210

Prototype

Parameter

Return Code

Functional
Description

Pre-Conditions

ECU ldentity
Prototype

Parameter

Return Code

Functional
Description

Pre-Conditions

FOTA Rollback

Prototype

Parameter

Return Code

Functional
Description

Pre-Conditions

Prototype
Parameter
Return Code

Functional
Description

Pre-Conditions

Std_ReturnType

Fbl_UserCode_DIDF1AA_StandardVersionInformationTypeReadFunc

(uint8* Data)

Data: pointer to the data content fo the DID. The data size is
11 according to the [2] unless the FbIDid is updated in the
configurartion. The integrator can use the following define to
set the value of the DID: DID_F1AA_RELEASE_VERSION,
DID_F1AA_LICENSE_NUMBER, DID_F1AA_AUTOSAR_REVI-
SION and DID_F1AA_SUPPLIER_ID

E_OK : DID is allowed.
E_NOT_OK : DID negative response.

This function handles the value of the DID F1AA.

None

Std_ReturnType Fbl_Port_UserCheckCsrCondition ( void )

None

E_OK : CSR generation allowed.
E_NOT_OK : CSR generation not allowed.

This function enables or disables the CSR generation that is
triggered by the RC OxDOOA

None

Std_ReturnType Fbl_Port_UserCheckRollbackCondition (
void )

None

E_OK: Rollback allowed.
E_NOT_OK : Rollback not allowed.

This function enable or disable the Rollback feature that is
triggered by the RC 0xD006

None

void Fbl_Port_UserFinalizeRollback ( void )
None
None

This function can be used for customization after a
successful Rollback.

None
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4.6.3

4.6.4

4.6.5

FBL: BSW adaptation

The BSW modules needed by RTA-FBL and configured in the generated BSW
project are listed in Table 4.69. This list is the minimum setup needed for the
pasic FBL.

If changes are necessary in order to fulfill non-standard bootloader integration
requirements, you are allowed to modify the BSW generated configuration. You
are not allowed to modify any parameters within Fblgen_EcucValues.arxml: these
configuration parameters are highlighted in brick red and not editable by the user.
This file will always be overwritten during generation.

The integrator must always test the complete FBL after making any modifications
to the generated BSW project.

Table 4.69.MCAL modules list

BSW Module(s) Notes

Dcm The diagnostic communication module
Mem/IF; Fee; NvM Memory stack modules for the NVM

Canlf; CanSM; CanTp; Communication stack modules

ComM; ComStack; PduR

Crc Uses for CRC calculation when verifying the

downloaded application/calibration.

FBL: MCAL adaptation

The MCAL modules needed by RTA-FBL for all targets are listed in Table 4.70. The
list is the minimum setup needed for the basic FBL functionalities (i.e. communi-
cation, flashing, etc.). The list does not include customer specific adaptations like
external watchdog, external transceivers, external EEPROM, etc. See your FBL
Target Guide for further information on MCAL modifications for your target.

Table 4.70.MCAL modules list

MCAL Notes
Module
Can CAN driver

Flash Driver | Driver for FLASH erase and programming. This includes the
handling of PFLASH and DFLASH, so in some cases could be
made by two different modules (i.e. IFX MCALs use Fls for
DFLASH and FlsLoader for PFLASH).

Mcu Provides core functionality such as clock handling, mcu reset,
etc.
Port Provides interface to port pin peripheral.

FBL: OS adaptation

The OS provided with this port is based on a simple cyclic scheduler. This OS does
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not support interrupts and is non-preemptive. If you need to integrate additional
code to the bootloader, you will likely need to adapt this OS. This might involve
adding co-routines to the existing tasks or adding new tasks. Adding a new
co-routine simply requires adding the function call with the relevant task body in
“Fbl/INFRA/Os/src/Os_Tasks.c”. If you need to add a new task

with a different frequency, then follow these steps:
1. Add the task to the task list in “Fbl/INFRA/Os/inc/Os_Tasks.h”

2. Add the task to Os_TaskTable in Os_SchTbl in “Fbl/INFRA/Os/inc/Os_ -
Tasks.c”

3. Create the task body in “FbI/INFRA/Os/inc/Os_Tasks.c”

The frequency used to derive the task periods is defined by SYSTEM_FREQ_HZ in
“FoI/INFRA/Os/inc/Os.h". You can change this value to match your clock frequency
in order to ensure that the tasks are executed at the correct rate. The timer used
is target dependent, but you can also change this by adapting the function
OsPort_InitOsTimerResource in “Fol/INFRA/Os/inc/Os_Port.c” and the macro
GET_SYSTEM_TIMER in “Fbl/INFRA/Os/inc/Os_Port.h”

A WARNING

The integrator is responsible for ensuring that any modifications made to the
OS are tested to ensure that the FBL continues to operate as expected. In
particular, moving the existing co-routines into a different order or within
other tasks will likely result in incorrect behavior.

4.6.6 FBL: BLSM adaptation

The BLSM is used primarily to initialize the BSW and MCAL modules and to start
the bootloader. An integrator may need to adapt the BLSM to make the initializa-
tion calls for additional modules. This will involve modifying one or more of the
Fbl_Port_BLSM_DriverInit functions in “Fbl/INFRA/BLSM/src/BLSM_CallOuts.C” It
is strongly recommended that while additional init functions can be added, the
existing init functions calls are not moved from their current location with the
Fbl_Port_BLSM_DriverInit calls.

In choosing where to add your init functions, note that the NvM is only set up at
the end of Fbl_Port_BLSM_DriverinitOne. Therefore, if your integrated code
requires the NVM, you should add it in Fbl_Port_BLSM_ DriverinitTwo.

A WARNING

The integrator is responsible for ensuring that any modifications made to the
BLSM are tested to ensure that the FBL continues to operate as expected.
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4.6.7

4.6.8

Application Software: NvM layout adaptation

Adaptation of the NvM is usually required as the application would rarely already
incorporate the FBL NvM layout. This is because the NvM is the interaction mech-
anism between application and FBL. In particular, the application writes a specific
Fbl flag in NvM and then resets, in order to allow the FBL to handle the reprogram-
ming request and to know that this request has been issued. Moreover, the FBL
could have other internal NvM blocks that need to be copied in case of a page
swap by the application. Therefore, the application should take care of the
unknown blocks configured in the FBL.

The NvM memory layout of the FBL shall be a subset of the NvM memory layout of
the Application. In order for the layout to be consistent, the Fee persistent IDs of
the shared blocks must match between the application and FBL.

The default memory layout of the FBL is reported in [5].

Another parameter that needs to be aligned between Application and Bootloader
is the Fee Sector Layout. The sector layout depends on application and target
characteristics (data memory sizes mainly). The configuration of the Fee Sectors
needs to match between FBL and Application, otherwise the Fee will recognize it
as invalid and re-format the Data Memory (thus deleting the existing content).
See your FBL Target Guide for details of Fee Sectors configuration.

ASW: Boot Jump Handling

To reprogram the ECU when an application is valid and running, it is necessary for
the application to signal to the bootloader that reprogramming is required after
the next reset. This sequence is show in Figure 29.
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Figure 29: Handling of jump logic

In an AUTOSAR stack, the module responsible for the reception of the tester
requests and triggering the jump to the bootloader is the Diagnostic Communica-
tion Manager (Dcm). For storing the information required by the bootloader, the
Dcm will execute the application callout Dem_SetProgConditions (see Figure 30 for

API description).

This callout must be implemented by the user. The goal is to store the required
information in a place and format, the bootloader can access and understand.

The two required information are:

- The reprogramming request flag, a uint32 that shall be set by the application

exactly to OxAAFF55AAUL,

- The parameter ProgConditions Of the type Dem_ProgConditionsType provided

by Dcm.
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[SWS_Dem_00543] [

Service name: Dcm_SetProgConditions

Syntax_- 5 t-:'_R-': turnType Dcm
Dem_ Cp3tatusTyr
Dcm_ProgCondition
)
Service IDfhex]: |-
Sync/Async: Asynchronous
Reentrancy: MNon Reentrant
OpStatus OpStatus
DCM_INITIAL
DCM_PENDING
Parameters (in): DCM_CANCEL

DCM_FORCE_RCRRP_OK

ProgConditions  |Conditions on which the jump to bootloader has been

requested
Parameters None
(inout):
Parameters (out): |Mone

Return value:

Std_ReturnType |E_OK: Conditions have correctly been set

E_NOT_OK: Conditions cannot be set

DCM_E_PENDING: Conditions set is in progress, a further call
to this API is needed to end the setting
DCM_E_FORCE_RCRRP: Application requests the

transmission of a response Response Pending (NR& 0x78)

Description:

The Dcm_SetProgConditions callout allows the integrator to store relevant

information prior to jumping to bootloader / jump due to ECUReset request. The
context parameter are defined in Dem_ProgConditionsType.

Figure 30: Dcm_SetProgConditions APl from AUTOSAR SWS

Note that the callout Dcm_SetProgConditions allows the return value
DCM_E_PENDING ~ which  results in  the  Dcm_MainFunction  calling
Dcm_SetProgConditions in each subsequent cycle until it returns E_OK, before the
Dcm continues with the jump to bootloader. Dcm uses the return value from the
function DcmAppl_DcmGetStoreType to fill in ProgConditions parameter of
Dcm_SetProgConditions. The recommended return value is
DCM_WARMRESPONSE_TYPE We strongly recommend to serialize the ProgConditions
structure as shown in Table 4.71 in order to make sure that there are no depen-
dencies on the structure of the data due to the compiler, compiler options, or the
BSW version. You should be able to get all the values needed to create data by
using the contents of the programming conditions sent as an input parameter to
the function Dem_SetProgConditions called from the Dcm when the Programming
Session is entered in the application. The NvM block to store the reprogramming
request flag is NV_ReprogrammingRequestFlagBlock. The NvM block to store the
programming conditions is NvM_ProgrammingConditionsBlock.
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Table 4.71.Programming conditions data to be setin NvM as required by RTA-BSW

Name First | Size | Description
byte |in
index | Bytes
Protocolld 0 1 Active Protocol ID - Set by Dcm to

identify the protocol on which
Jumpingisinitiated

Sid 1 1 Active Service |dentifier - Set by Dcm
SubFncld 2 1 Active Subfunction Id - Set by Dcm
StoreType 3 1 Storing Type used for Storing the

information - Warm Request/Warm
Response/Warm Init

SessionLevel 4 1 Active Session Level which needs to
be stored - Set by Dcm

SecurityLevel 5 1 Active Security Level which needs to
be stored - Set by Dcm

RegReslen 6 1 Total Request/Response length
including SID and Subfunc - Set by
Dcm

NumWaitPend 7 1 Number of wait response pending
triggered - Set by Dcm

RegResBuf 8 8 Request / Response buffer - Set by
Dcm

TesterSourceAddr 16 2 Tester diagnostic address. Note that

the Dcm sets the Tester Source
Address only if DcmDslIProtocolRx-
TesterSourceAddr is correctly
configured for each DcmDs/DemDsl-
Protocol/DcmDslConnections in BSW

configuration.

ElapsedTime 18 4 Total elapsed time - Set by Dcm

ReprogramingRequest | 22 1 Reprograming of ECU requested or
not - Not Used.

ApplUpdated 23 1 Application has to be updated or not
- Not Used.

ResponseRequired 24 1 Response has to be sent by
flashloader or application - Set by
Dcm

freefForProjectUse 25 6 Those bytes are currently not used

To instruct the Dcm to call the Dcm_SetProgConditions callback when the
Programming Session is requested you must ensure the Dcm knows a jump to
Bootloader is required. This is achieved with the parameter DcmConfigSet/DcmD-
sp/DemDspSession/DemSessionRows/DemDspSessionForBoot that must be set
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4.6.9

to DCM_OEM_BOOT for Programming Session.

When receiving a programming session request, it is suggested to instruct the
Dcm to send a NACK $78 on transition to boot, in order to allow timing extension
(P2*). This configuration is needed to avoid that a long Bootloader startup time
breaks an UDS timeout (since the $10 02 response will be sent by the bootloader
after the jump). This is achieved setting the parameter DcmConfigSet/DcmDsl/D-
cmDslProtocol/DemDslProtocolRows/DemSendRespPendOnTransToBoot to TRUE.

If the ECU supports the ADA, the ECU can be kept authenticated after the jump
just storing the certificate used for the authenticated security access in the NvM
entry Nvm_ADACertificate.

The NvM entry Nvm_ADAsavedDate can be used to store the last NotBefore
value of a valid certificate.

@ NOTE

Make sure to persist all NvM blocks before the reset.

FBL: NvM adaption
This chapter explains how to manage the NvM configuration through the FBL
module and perform the following tasks:

- Use the default configuration stored in the RTA-FBL

- Add new NvM blocks

- Modify the default NvM blocks (id and size)

- Add new data in the NvM blocks

- Modify the default data of the NvM blocks (move data to other blocks,
change id, size or default value)

The FBL will propagate the configuration to the impacted modules NvM, Fee and
FBL_DataM. You can still manually configure your own NvM blocks with the
Nvm/Fee module. These blocks will not be managed by the FBL and the FBL will not
have visibility of that modules. That means that the FBL_DataM won't produce
any API to manage the block.

The FBL default configuration is reported in [5] and [6].

In order to keep the default configuration, the fbINvmBlock and FbINvmData
container shall be left empty. The RTA-FBL will use the default configuration
stored in the generator.

You can add new NvmBlock container and NvmData container or modify the
default configuration through the FBL modules as show in the below figure.
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~ | FBL"FBL" | I General
FblCon Mew Child 5 I’:I FblRegion
9
@8 FbiDid Show In > FbIConfigSet
B FhiNvn
@ FbiNvn Undo ctflez 23 FblNvmBlock
0 FhbiReg Redo Ctrl+Y 3 FblNvmData
[ FbiDid
of  Cut Ctrl+X A_

Figure 31: Menu to add new child container for FbINvmBLock, FbINvmData
and FbINvmDid

Once the new child FbINvmBlock container is added to the configuration, you can
create your block as show in the figure below.

FBL Contents - AR & FEL “FEL" B (B FhihbymBlocks [1] B
type filber bext
w ] FEL "FEL | g5 Create FhibmBlock 36
I3 FhlCenfigSet "FLIConfighet™ Showing: 1/1 I} 5 @ | Filter: [
3 Fbibids (1) -
v [ FhlhvmBlocis [1] FhifvmBlock FhiMvmBlackdd®  FhiMvmBlocks...
5 FhidhemBlock "NEW_NVM_BLOCK"
B FhiMwmDatas [1]
3 FblRegions 3] 1 OO0 3 NEW NVMBLOCK (4 50 () 20
bulk [ ) ()
Figure 32: ISOLAR GUI for FbINvmBlock container with a new block config-
ured. At the top two buttons allow the user to create or delete an entry
In the newly created FbINvmBIlock you shall configure a unique ShortName. The
ShortName can be the same of the ShortName of a default value. In this case you
won't generate a new NvM block but you will overwrite the default NvM block.
You shall also define a block id and the size.
e = ABEE EBLFRL" % (9 FolvmBiocks 111 B 69 FrabbnBlock “NEW MVM BLOCK™ B
| type filter teut
w [ FBL -FEL" Gerenl
3 FhiConfigSet “FbiConfig5et” Short} . NEW NV ELOTK
i FeiDids [1] =
v (@ FoiNvmBlocks [1] Longhsme FOR-ALL w | | | @ -
£ FolbbmnBlock “HEW NV BLOCK" - |
B3 FbibwmDates [1] Artnbutes
5 FhblRegions [3]
FhiNveBlackld® 50 | ® -
FhilymBlockSize* 20 () -

Figure 33: ISOLAR GUI for FbINvmBlock entry with a new block configured.

Once the FbINvmBlock is configured, you can populate it with one or more
FbINvmData.

You can create the new child FbINvmData container and populate it with your
FbINvmData (same procedure as FoINvmBlock).

For each FbINvmData, you shall configure the ShortName. The ShortName can be
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the same of the ShortName of a default value. In this case you won't generate a
new NvM data but you will overwrite the default NvM data.

You shall also configure the FbINvmBlock that contains the data, the offset inside
the block, the size of the data and the default value.

The RTA-FBL will check that the FbINvmBlock configured for the FomNvmData
exists and that it can contain the FbmNvmData.

The default value is a string value that shall contain the hexadecimal value. For
example if you configure the size to 3 you can set the value as follow:

- 20" all bytes will be automatically filled with the value generating the
following value {0x20U, 0x20U, 0x20U}

- ‘010203’ the by will be set as follow {0x01U, 0x02U, 0x03U}

@ NOTE

the FBL will not check the content of the FbINvmData so refer to [2].

FEL Contents S E i EBL“FBL: 3 B FoitdemDptes 171 B B0 FoibbarDats “MEW MVM DATRZ" B
type filter text
v FBL "FEL" Gerersd
) Fhienfrget "FoiConfigsat® ShortMame™ | NEW VM _DATAZ
(B FoaDide 1] B
v B Polthnlocks [1] LangHame FOR-ALL w &) -
{5 FEbhnBlock "NEW_ MVM_BLOCK™ =
v (5 FlvmDatas [1] e
w [0 FeitbomDota “NEW_NVR_DATA"
(T FiibhmBlockMame - NEW_NVI_BLOCI FiibvmBocName" MEW_MVM_BLOCK ® -
(8 FhiMvmBlockOffset - 0
) FhibernDetalief puliValiee - 00 Pt BlockOfzet® | 1o = -
(5 FhiMvmDeataSee - § . . | .
(5 FbibvmmDiata “HEW_HVIM_DATAZ" EibturmDataSize ° = -
8 Flfegions [ FobvmDataDefasktValue” | 20 =) -
—_—

Figure 34: ISOLAR GUI for FbINvmData entry with a new data configured.

Once the FBL and the BSW are generated, you will find your block propagated in
the NvM and Fee modules.

You can access the FbINvmData through the FBL_DataM APIs:

- Fbl_DataM_Nvm<SHORT_NAME >ReadFunc: read data from the non-volatile
memory

- Fbl_DataM_Nvm<SHORT_NAME > WriteFunc: write data to the non-volatile
memory

- Fbl_DataM_Nvm<SHORT_NAME >IsPersisted: check data is actually written
in the non-volatile memory

4610 FBL: DID adaption

This chapter explains how to manage the DIDs configuration through the FBL
module and perform the following tasks:
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- Use the default configuration stored in the RTA-FBL
- Add new DIDs
- Modify the default DIDs (id, type or size)

The FBL will propagate the configuration to the impacted modules: Dcm and
FBL_DataM.

You can still manually configure your own DIDs within the configuration of the
dcm. These DIDs will not be managed by the FBL and the FBL will not have visibility
of that DIDs. That means that the FBL_DataM cannot be used to manage that DID.

The FBL Did default configuration is reported in [4].

In order to keep the default configuration, the FbiDids container shall be left
empty. The plugin-in will use the default hard coded configuration.

In order to add a new DID, you shall create a new FbIDids container and rename it
as FbIDids. Inside the FbIDids container you can create a new FbiDid pressing on
the “Create FbIDid” button on the top left of the BSW Editor.

FBL Contents - h E ..1. O EBLFEL” % B3 FoiDigs 1] D
: type filter text
w ] FBL"FBL" 5 Create FhIDid
£ FeIConfigSet “FhIConfigSet™ Shewing: 1/1 C D @ Filer: [
w [0 FhiDids [1]
50 Foilid "NEW_DID" FhiDid
O3 FeiMvrnBlocks |1]
£3 FuiMvmDatas [2]
E3 FeiRegions [3] 1 [ £ New_DID
bulk []

Figure 35: ISOLAR GUI for FbIDid container with a new DID configured. At the
top two buttons allow the user to create or delete an entry

The new FbIDid shall have a unique FbIDid ShortName. This means that the Short-
Name shall not be equal to any default DIDs name or to other FbIDid ShortName in
the ISOLAR configuration. If the FblDid ShortName is equal to a default DID name,
then the default DID will be overwritten.

FBL Contents -~ AEEE FBLoFBL” B B Fuam 11 B 6 Fpes s 0

—
FiL L pe
 Foaconfighe TFHICalighet”
w I FolDsa [1]
- FislDedd "HEW_DID" Langhlpmrs FOR-SIL ~ = -
¥ Feiled bhfesdier - 0
i) Fiolufiertdine
7 Tefidldinlas

Shuiribame" HEW_OND

Fiilrididentifies™ D300 W)
FEfhdpadntacicn ool X -
FiDedWieinSestnn %) -
DTy v G v (@) -
Feldbehilutahisme GRd
PRl phFeadze L (=
e bk neSae =)=

Figure 36: ISOLAR GUI for FbIDid entry with a new block configured.
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4.7

For each DID you shall define the session in which the DID can be red or can be
written. For this value you can use D for default session, E for extended session or
P for programming session. So the string 'DPE’ enables all the sessions.

You shall also define the FbIDid Type with one of the following values:

- NVM_DATA read/write data direct from NvM. FBL__DataM will manage the
dcm callback.

- CALLBACK read/write through a callback. FBL_Port will manage the dcm call-
back.

- USER_CBK read/write through a callback. you shall define the dcm callback.

If the DID default type is CALLBACK, you can change the type to USER_CBK to
overwrite the default callback implementation. In this case, you can define the
callback in any source file you want. The default callback implementation is
managed by the FBL_Port.c component and they will be excluded with a
preprocessor #define. These #define are generated in the FBL_Port_Cfg.h file.

If the DID default type is NVM_DATA, the user can change the type to USER_CBK
or CALLBACK and this makes no difference.

In case the NVM_DATA is set, you shall define the FbINvmData associated to the
DID. In this case, the FbINvmData short name shall be defined in the FbINvmData
table.

In case the CALLBACK is set, the user shall define the FbIDidCbkReadSize and the
FblDidCbkwriteSize.

The following api shall be populated:

FUNC(Std_ReturnType, DCM_APPL_CODE) Fbl_Port_<DID_SHORT_NAME>ReadFunc
(

P2VAR(uint8, AUTOMATIC, DCM_APPL_DATA) dataOutl

Bootloader Update

The Flash Bootloader can be reprogrammed via UDS to upgrade the FBL of an ECU
in which the debug port is not accessible: this is achieved using a special applica-
tion, named Boot Updater.

The Boot Updater is downloaded just like a normal application: in its code flash it
holds the new flash bootloader and, once started, replaces the existing Boot-
loader by the new version.

Please note a boot manager is required to ensure the bootloader update process
isreliable.

On reset, the boot manager will check if the FBL is valid and jump to the boot-
loader if it is valid. If the bootloader is not valid, then the boot manager will jump to
the application. This is because if the bootloader is invalid, then this would signify
the boot updater application must have failed in a previous update attempt and
will need to run again. Note that the boot manager is the only non-replaceable
software and is used to ensure boot update is failure safe. It will hold a refence to
the start address of the bootloader and the start address of the application, that
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cannot be changed across bootloader updates.

The figures below show a conceptual overview of the update process:

Bootmanager

Bootmanager

Bootmanager

FlashBootloader
V2.0

FlashBootloader
V1.0

$3101 FF 01
—

Boot Updater

FlashBootloader
V2.0

FlashBootloader

- V2.0
Application
Initial SW: Application is Flash Bootloader 1.0is Boot Updater is executed:
running running: download update Bootloader

BootUpdater in the
application region

Bootmanager Bootmanager

Bootmanager

FlashBootloader
V2.0

FlashBootloader

V2.0
Application
Flash Bootloader 2.0 is Flash Bootloader 2.0 is Application is running
running running: (re)download
Application

Figure 37: Example of the sequence of flash memory blocks updates during a
bootloader update process.

As depicted in previous pictures, the boot updater is executed during RID OxFFO1 -
Check Programming Dependencies processing. The wuser macro FBL_-
PORT_CHECK_BOOT_UPDATER is used to detect whether a boot updater was
downloaded and should be executed during RID processing or not. While the
actual boot update is in progress, one or more UDS NRC $78 may be issued to
prevent UDS timeouts to expire. Positive response to RID OxFFO1 is only sent by
FlashBootloader V2.0 after the boot update process has been completed.

Please note even if tester writes bootSoftwareFingerprint (SF183) addressing
logical block #0 (i.e. the bootloader logical block), the FBL expects the download
of a boot updater application, and the above-mentioned process would take
place.

The plugin includes a sample boot updater application.

The boot updater application is generated using the same parameters of the FBL.
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Table 4.72 FBL parameters used by the Boot Updater.
Parameter Description

FblEraseMaxSizePerCycle Split the erase routine in multiple calls.

FbIRegion Configures the erase routines and the target linker-
script
StartAddress Identifies the application used as boot updater.

The boot updater application implements the following logic:

1. Reorganize the TBT: The FBL is removed from the TBT and the Boot Updater
is marked as TB_BOOT_MODE _SECURE.

2. calls the BootUpdater_PreEraseHook (). The integrator may use this api for
custom operation (ex: update the NvM, refresh the watchdog).

3. Erase the FBL. The CycurHsm suspension api are already managed by the
Boot Updater erase functions.

4. calls the BootUpdater_PostEraseHook (). The integrator may use this api for
custom operation

5. calls the BootUpdater_PreWriteHook (). The integrator may use this api for
custom operation

6. Write the new FBL. The CycurHsm suspension api are already managed by
the Boot Updater write functions.

7. calls the BootUpdater_PostWriteHook (). The integrator may use this api for
custom operation

8. Restore the TBT: The FBL is added to the TBT and it's marked as
TB_BOOT_MODE_SECURE and the Boot Updater trusted boot is restored.

9. Invalidate the NvM validity flags of the Boot Updater since at the next
startup it shall run.

10. calls the BootUpdater_BootUpdateSuccess(). The integrator may use this api
for custom operation.

11. Reset.

If any error occurs, the api BootUpdater_BootUpdateFailed() is called and the
failing state is stored in the variable BootUpdater_StateError.

The Boot Updater share the same BSW of the FBL.

In particular at the startup the Boot Updater reads the TesterSourceAddr stored
the in the Nvm block NvmProgConditions.

The dcm is not initialized, and the Boot Updater directly calls the CanIf_Transmit
to send the pending response. The variable TesterSourceAddr is used to identify
the tester and choose the correct Pdu.

4.8 Authenticated Diagnostic Access

According to the CS.00092, CS.00101 and CS.00121 the ADA module supports the
following features:
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- Authenticated security access.

- Delay timer.

- Certificate expiration and monotonic counter.
- Role management.

- Secure policy management.

- Authenticated security access from App. Check ASW: Boot Jump Handling
for more details.

See the following chapter for more information.

4.81 Authenticated security access and Delay timer
FBL FSM

s ]

Sign the
random
number with*
the private key

€ $27 11+ x509 certificate

@ storexs09in RAM

Request random number calcualation |

o e Get random number
67 11 + Random number [

G 27 12 + Signed Random number Request verification of both X509 and
" Signed Random number

Get X509 and signature validation result

o 67 12 N e Store x509 in NvM

Figure 38: Sequence diagram reporting a successful security access with

services 27/11 and 27/12

The above figure reports the step required by the ADA:

1

~N O o &~ W

. The tester requests the service 27 11 and send the x509v3 certificate to the
FBL.

2. The FBL store the certificate in the RAM. The x509v3 certificate is not veri-

fied during the service $27 11 callback routine.
. The FBL requests the generation of a random number generation to the HTA.
. The FBL responds to the tester with a positive response.
. The tester signs the random number.
. The tester sends the signed random number.

. The FBL requests the verification of the x509v3 certificate and the signed
random number to the HTA.

8. The FBL store the x509v3 certificate in the NvM entry Nvm_ADACertificate.
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4.8.2

9. The FBL responds to the tester with a positive response.

The Authenticated security access supports the NRC reported in the figure
below with the following exception:

- X509v3 certificate is validated during the service $27 12. The service $27 11
handles only the random number generation.

- At the startup the Delay timer is reset and the user shall wait that this timer
expires before request an ADA.

Annex A
Support Diagrams

(*) if a key transition event (Key OFf / Key On) occurs or if SGW no— - w —rE—w ";;'r‘ e
goes in sleep mode, “n" s not reset l

Figure A-1 - UDS Service 27 Negative Response Codes (NRC) Management for SGW

MNOTE1: $2711 and $2712 commands are requesied io be implemenied in Extended Session, but if the SGW is in boot condition
and Extended Session is not supported in boot, SGW shall in any case manage $2711 and $2712 commands.

NOTEZ2: See Figures A-2 and A-3 for actual NRCs and NRC implementation notes

NOTE3: NACK = Negative Acknowledgment
Figure 39: Authenticated security access workflow

Certificate expiration and monotonic counter

The last available NotBefore entry of a valid x509v3 certificate is stored in the
NvM entry Nvm_ADAsavedDate.

At the startup the x509v3 certificate of the cert store are used to define the
initial value of the Nvm_ADAsavedDate.

During an authenticate security access, The Nvm_ADAsavedDate entry is used
to verify the NotAfter value of x509v3 certificate. If the xX509v3 certificate is valid
and its NotBefore value is greater than the stored Nvm_ADAsavedDate then the
Nvm_ADAsavedDate is updated.

When the ECU is authenticated by the ADA, a monotonic counter is set to the
NotBefore value of the x509v3 certificate used for the ADA.
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4.8.3

4.9

4.91

Until the ECU is authenticated, the FBL periodically increase the monotonic
counter and it checks if the certificate is still valid or not. If the certificate expires,
due to the monotonic counter reaching the NotAfter value of the certificate itself,
then the Nvm_ADAsavedDate is updated with the current monotonic counter
value to avoid that the same certificate can be reused. Then areset is call and the
current session is terminated.

Role and Security policy management

X509v3 certificates for ADA store a role that is used for the secure policy
management. Since the certificate is stored on the FBL NvM, the FBL checks peri-
odically the certificate validity.

If the certificate is no more valid, the certificate is removed from the NvM entry
and the current session is terminated.

When the ECU is authenticated, the role is compared against the security policy.
It's up to the integrator to define the Security policy populating the APIs in the file
ADA_UserCode.c.

FOTA Rollback

This section describes the rollback feature.

As reported in the CS.00180, if a FOTA process fails, the FOTA master can request
the rollback to all the ECU and restore the previous version of the software.

The ECU shall store a valid software version in a backup area. It's up to the appli-
cation to create the backup.

The FOTA rollback can be requested both in the application or in the FBL. Once it's
requested the ECU shall automatically move to the boot loader mode and restore
the software from the backup.

The FOTA master will poll the ECU to request feedbacks on the process.

Once the FOTA rollback ends, the ECU remains in the boot loader mode until the
FOTA master requests a reset.

Once the FOTA rollback starts, the ECU will respond only to the FOTA master until
aresetisrequested.

It's not possible to define a backup region for the FBL. If the Fsm and the
CycurHsm are integrated, it's not possible to define a backup region for the main
TS and backup TS.

FOTA Rollback configuration

To enable and configure the feature, the ISOLAR parameter FblFotaRollback to
ENABLE. This option is available only if FblFotaType is not set to FOTA_DISABLED
and FblEcuTypeis setto ECU_C.

The generator performs the following checks:
- Rollback region ids are unique (No multiple rollback region for one region)

- Rollback regionid links to a valid block region id.
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- Rollback region size is equal to the block region size.
- Allregion id links to a rollback region id except for the FBL.

- Rollback region shall not overlap to other regions (block regions, trust
stores).

- The CS and the FBL shall not have a rollback region.

FOTA Rollback functional behavior

The Rollback can be requested both by the FBL and the App. The Rollback is
requested by writing 0x01in the NvM data NvmRollbackStatus.

If the application manages the rollback request, then the value of the NvmRoll-
backStatus shall be persisted and a reset shall be called.

If the Fbl manages the rollback request, then the user can reject the requests
implementing the callout Fbl_Port_UserCheckRollbackCondition. It's up to the
application software to populate the backup regions and the UserCheckRollback-
Condition can be used to inform the FBL that the backup is available.

It's not possible to requests a rollback if a previous rollback is already executing.
The ECU will report a negative response with the NRC set to “conditions not
correct”

The figure below shows the flowchart of the RC 0xD006 sub 01 when the request
is managed by the FBL.

X

‘ FBL. pﬂﬂl FBL_Port_Rollback FBL_UserCode FBL_Datam
DiagnosticServiceCaller = - — =

i
: Trigger Rollback ./

“Fbl_Port_StartFotaRollback()"_ |
L T Ton_stanrotaRolbackl) o 1

"Fbl_Rollback_TriggerRollback()
A, - Uy

| "Fbl_Port_UserCheckRollbackGandition(y'_ |

'E_OKJE_NOT_OK" ‘
"

- OPT User condition for rollback are satisified _/J ! !
“Fbl_DataM_NvmRollbackStatus_DataWriteFunc{(FBL_ROLLBACK_NVM_REQUESTED)"_ '

! “Store In Nh"
"E_OK/E_NOT_OK" |
: -
T
1

"E_OK/E_NOT_OK"

"Suceessfull/Unsuccessful”

Figure 40: flowchart of the RC 0xD006 01

After the reset, the FBL detects the rollback requests and it remains in the default
session.

If the FBL_Port_Rollback_Manager detects that a rollback is requested, it
updates the status of the NvM data NvmRollbackStatus to 0x02 (Pending execu-
tion).

At the beginning of the rollback, the NvM data related to the DID 0x2010 and the
logical block status are invalidated.

The pending execution status is not used to inform the tester about the execu-
tion status since there is a dedicated api to perform this task. This status is used
as arecovery action after an exception is thrown and a reset is performed.
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During the erase process, if the backup region is external then the User-
Flash_FlashRead is used to read from the external device.

After a successful download, the fingerprints are restored and the user callout
Fbl_Port_UserFinalizeRollback is called.
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Figure 41: Simplified flowchart of the Rollback manager with the callout
calls.
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If the Rollback is successful, the FBL update the NvM data NvmRollbackStatus
and the information about the DID 0x2010. The ECU remains in boot mode until
the FOTA Master requests areset.

FOTA ECU Identity

This section describes the ecu identity feature.

The ECU Identity generation is triggered by the RC O0xDOOA. As shown in the
figure below, the Dcm callouts is called multiple times and it returns a pending
response until the private key and the CSR are generated and stored in the NvM.
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o
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Fbi_Port_CsrTriggerCallback
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Figure 42: Simplified flowchart of a successful Ecu identity generation with

the callout calls.
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In case of any error during the RC 0xDOOA execution, the CSR counter and the
CSR remains unchanged.

After the CSRis generated:

- the CSR value is stored in the NvmDID2965_ CSRRead and it can be red with
the DID 0x2965

- The DIDF1B7 and the DIDF1B8 can be used to sign the Software Id Signature
and the Hardware Id Signature

The alghorithm supported by the CycurHSM for the signature of the content of
the DID OxF1B7 and OxF1B8 is the ECDSA.

This algorithm generates a random signature also if the digest and the key are the
same.

Since the FOTA master requires that the FOTA target ECUs send always the same
signature if the digest doesn’t change, the FBL provides the following strategy.

The FBL provides 4 Nvm data to store the digest and the signature of the the two
dids: NvM_DIDF1B7_Signature_Data, NvM_DIDFIB7_Digest_Data, NvM_DID-
F1B8_Signature_Data and NvM_DIDF1B8_Digest_Data.

When the dids are called the FBL shall calculate the new signature and the new
digest.

If the new digest is equal to the digest stored in the NvM, the FBL sends the
signature stored in the NvM and ignore the new calculated digest and signature

If the new digest is not equal to the digest stored in the NvM, the FBL stores the
new signature and the new digest in the NvM and it sends back to the tester the
new calculated signature.
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5.3

5.4

Privacy

Privacy Statement

Your privacy is important to ETAS so we have created the following Privacy State-
ment that informs you which data are processed in RTA-FBL, which data cate-
gories RTA-FBL uses, and which technical measure you have to take to ensure
the users privacy. Additionally, we provide further instructions where this product
stores and where you can delete personal or personal-related data.

Data Processing

Note that personal or personal-related data respectively data categories are
processed when using this product. The purchaser of this product is responsible
for the legal conformity of processing the data in accordance with Article 4 No. 7
of the General Data Protection Regulation (GDPR). As the manufacturer, ETAS
GmbH is not liable for any mishandling of this data.

Data and Data Categories

When using the ETAS License Manager in combination with user-based licenses,
particularly the following personal or personal-related data respectively data
categories can be recorded for the purposes of license management:

- Communication data: IP address,

- User data: UserlD, WindowsUserID.

Technical and Organizational Measures

This product does not itself encrypt the personal or personal-related data
respectively data categories that it records. Ensure that the data recorded are
secured by means of suitable technical or organizational measures in your IT
system. Personal or personal-related data in log files can be deleted by tools in
the operating system.
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6 ETAS Contact Addresses

6. ETASHQ
ETAS GmbH Borsigstrale 24 Phone: +43 711 3423-0
70469 Fax: +497113423-2106
Germany Internet: www.etas.com

6.2 ETAS Subsidiaries and Technical Support

For details of your local sales office as well as your local technical support team
and product hotlines, take a look at the ETAS website: www.etas.com/hotlines
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